CYDES 2023: Manual Unpacking
MPRESS(2.19) - The ESP Trick

Before we get started, | would like to take a moment to thankyou the organizers of the
Cyber Warzone CTF challenges. The National Cyber Security Agency Malaysia (NACSA),
Velum Labs, etc and the technical team WargamesMY have all worked hard to make this

event success.

Warmup

Challenge 2 Solves

Warmup
496

Good morning Malaysia
| got afeeling that it's gonna be a wonderful day
The sun in the sky has a smile on his face

And he's shining a salute to the player

Flag ‘ Submit ‘

| spend many hours figuring it out, lol. The challenge can be solve with easy way, i choose

the hard road. I love myself.



Challenge 2 Solves
Name Date
RootPwners-MY July 10th, 12:24:44 PM
Team Cincai July 10th, 12:27:32 PM

Dynamic Analysis

i, here for some warmup?

This is a clear indicator that the program is packed.

File name
C:\Jsers)| Desktop\CYDES2023\Reverse EngineeringWarmupwarmup. exe|

File type Entry point Base address

PE32 00406221
==

5 s neDate N Size0fImage

0003 2023-07-08 17:43:24 0000E0D0

Scan Endianness Maode Architecture
Detect It Easy(DIiE) LE 32 386 Console
packer MPRESS(2.19)[-]

linker unknown(14.36)[Console32,console]

By looking at the sample, we know its PEx32 file type and the entry point is 00406221 and
the file is packed. The plan here is that, we need to unpacked it first, but how? should we

just find any public automated tools? or can we unpacked it manually?

So, the answer is that we will do it manually. Because, why not? :)

Unpacking MPRESS(2.19) - The ESP Trick

In order to successfully reverse engineer packed we need to debug it until we get to the
decompressed memory section. Then we can dump that out and analyze that dumped

executable.



One trick in doing that is the “ esp trick”. So named for the Esp register, we can use this
trick to set a hardware breakpoint on the Esp register, and when we get to the breakpoint

we should be at the Original Entry Point ( oer ) of the program. We can then dump the rest
of the executable and we should have our unpacked executable.

warmup.exe

Load the sample to any debugger that you can use, make sure it support x32. Run as admin
to get full access onit.

S x] wln] i+ #45 ] ] w|e[mT|wn|c[s|x[B[R]..[5]
ﬂ CPU - main thread, module warmup
) FUSHAD
iotocr| ED BRBABAGA CALL warmup. BB4B6227 ~ %;FEEPU' < < < < < < < < <<
B0 B 208 ECH BP4BE2Z] OFFSET warmup.<HoduleEntruPaint?
QU EST,DQORD PTR DS: LEARI E0Y B04EE2Z1 OFFSET warmup. <Modu LEENTruPaint >
00 ESIER: ) EBH BB2ESHAD
&lE: ER, ERX ESF BO13FFT4
HOU_EDT, EST EEF 8813FFgg
LODS WORD PTR DS: [ESII ESI BE4@62Z1 OFFSET warmup. ¢HoduleEntruPaint)
SHL - ERE, BT : EOT BB4BESE] OFFSET warmip. <ModuleEntesPaint s
HOU ECH, EF% EIP BB4G6221 warmup. <Madh LsEntryPaint>
FUSH ER%
3 C o ES @028 320it OIFFFFFEFF)

BT iU 3= CS BB23 32bit GLFFFFFFFF)
fOn ESTIECK 5 BBEB 320t BFFFFFEFF)
HOU ECK, EFY DS 9825 32bit BIFFFFFFFF)
E + QP53 3201t Z5ERERIFFF)
PUSH_ECH

LastErr ERROR_SUCCESS (98900090)
BBABE24E (MO, NE, E, BE, NS, PE, GE, LE)
T empty 9.8

Cit, EDL Tl empty 9.8
L wswup. pagez0s T2 empty BL0

1

a

1

a Fs

B 65 bB26 2biv BUFFFFRFFFI
a

L

FEEETGE]

BTE PTR DSt 0
SHORT warrmup. BA40:
£l EST

ECH
AL,BYTE PTR D53 [ECR+EDI+6]
ELRESTLL

E TS empry Bl
i Ta empty B.8
S e 12 B 8
3 . Empry G
20 QRO TR DSt LEOKHEST ER TE oty e
B G 2210 ESFUDZODI
B B FST B0 Cond 6660 Err 8 @@ 008 EE (6T
e EREER w |FEW 627F Fres MEAR,E3 Fask 111111
Address |Hex dunp TTISFAES RETUR o RERWELGE. PrioFzs o
B T e 7715FA16| KERNEL32. BaseThreadIn Lt Thunk
Bre1G( 18 00 68 6g 15 og patoRROE
Ba1a] 50 B 4o 68 oa ag T7EECRTE| RETURN to ntdll. PPEEPRIE
n70Z0| 06 G0 BA 65| BA 63 T
07Ezs( g1 B0 68 60 36 06 e
7636/ 08 09 68 6g 9o og
67030\ Ba 6B BA 65| BA 65 s
n764n( 03 B4 0B 6D 45 BB st
S76c0| 6 bo 9o 6o 08 o3 oo
| nadavacal 3¢ 2F 78 60| &C 26 98 15EE R [[ean0ae!
[Bnalysing waimup: 0 hewistical procedures [ [Paused
(Blex] »[uf i+ A +f fE[mT[w[n]cl/[x[B[R[.[5]
Q CPU - main thread, module warmup
2] FUSHAD i
£5 ooaooen | BALT warnun. 00406227 | ——— B e
ECH 08406221 OFFSET warmup. <ModulsEntryPaint?
4BEZIE| OF SFRI00ED | ADD ERX, 29F
. . EDX 0408551 OFFSET usrmup. <lodu [eEntryPaine>
B30 10U ESTDUORD FTR 093 CERXD Fin Basecasm
S ERR) ER Eepiaes
HOU EDT,EST per el Increment Plus
Lol WORD PTR 0s:ES1l ERt 84 .
oy ECK, EAX EIP 884 Decrement Minus
LOD0s_DUdRD PTR OS: [EST] Zero
Ab Ee1 Rk Setto 1
. et to
HOU ECk, B
] Modify Enter
43 OEC ECH . -
4BEZ47| SA44TF BE MoU AL, BYTE PTR D92 [ECK+EDI+6] Copy selection to clipbeoard Ctrl+C
s MOy EYTE PTR DS: [ECH+ESIT, AL 3 )
2] HAG B Roy 2rhup-Badac2ds Copy all registers to clipboard
SECF MU ECH) EDT HOE
405053| EoSoomeoee | CHLL wabmp. 00486205 e Follow in Dump @
FOF ED:
Zeca SUE ER, ERY e Follow in Stack
HOU OUORD FTR 0S: [EDX+ESTI, ERR FL
HOU AH, 18 5 N B
ER EnrE FST gog View MMX registers
A CrP_ECH; ET w | Fou @27 e oo
GG 22 P emat P BEAREEET iew 3DNow! registers

View debug registers

RECIL o TFFEET e ]
Ed Ba o GELFFFES OFFSET Appearance >
8 o1 o 2B1SFFEL
a8 B &
& 8 & DFFSET warmup. <HoduleEntruPoint >
0 G OFFSET warmup. {ModulsEntruPaint >
& 8 & RETURN to KERNELSZ.7715FAZ3
6 06 254 KERNELSZ, BaseThreadInitThunk
8| B 29 o
| gadaracs| 3c oF 7o el 75 et E|RETURN to ntdl L. 77EETASE

| [ Paused

Then we select the first four bytes in the dump at the bottom of debugger and set a

hardware access breakpoint on the DWord. This will have us break right before we unpack
the executable.




Bl x| wjn| wi e4 W] +f L|E[M|T|W]H|c|/|K|B|R|.|S]

ﬂ CPU - main thread, module warmup

Boane-2? Eg DEGEEE . ~
GEdBeZZr| 52 Backup 2 H
aR4Re228( 05 SFaZeE I
ep4Re220 SB30 Copy » E
Bodgesci| Zeco ‘
i ¥
e o f
BE4REE57| CIER @0 Breakpoint » | Memaory, on access f
Bhddesat| co h it ]
¥ rie
s =, S Memor. on v :
il 3
Go40ee4E| BIFL Follow DWQRD in Dump | | f
SSE{SESEE EECS , Hardware, on access > Byte :
BE4ASE4S| S1 Gojic Hardware, on write ¥ Word [
Bhddesdr| Saaqsm o6 - ‘
> |
EEBEEEDT| EERGEY ¥ Hex Hardware, on execution Dword P
BE4EL24E(~7E Fa& s :
BE4EEZEE| SEDE Text :
Obdgecss| Eo scooon ‘
¥ «
ok - %
€
BE4GEZEE| SECE Long * ;
aE4Re250( S9a432 :
BE4Es260( B4 1@ Float *
e r
AR4BE266| SBCA Disassemble hdl
BA4ALZE P warnup. BE4 =
Special >
Address |Hex dump Appearance 2 Sgigggg
EE19FFE4 £1 bZ S48 ¥Y| TDE. TOE, BO19FFoa
EEISFFEC| 28 FF 19 BE 74 FF BE19FF 74
GE19FFE4| @B E@ 25 BB 21 &2 BEZECAAE
EE1SFFEC| 21 62 4@ 88 CC FF BA4EEZE1
EE1SFF74| 29 FR 15 77 BB 56 BO4EEZ2 ]
EEISFFYC| 18 FA 15 77 OC FF 61 9FFCC
EE1%FFZ4| 9E TR EE 77 @0 E& 771EFAZa
EE1SFFECI Bl AL B3 32 @0 8o BEZESARG
EE1SFF24 | BB B0 BB B0 BB SO 771EFALE
Cieigagaa
EEISFFAC BB B0 @6 B0 A6 &g Qa13FFa4|] PYEETAZE
and click run, it will
Bl4x| [+] 4 #4 ] ~
g CPU - main thread, module warmup
] ] ~ [Besisters (FPU) < < PR S S S S
[ [ ER BAIGFFCL
F4 = ECY GE4B5221 OFFSET warmup.Modu [=EntrvFaint?
22 = ED} 90405221 OFFSET warmup. <Modu [=EntruPoint>
FP F EBY Ga255a50
e8] e ESF [BBISFF:
2 [ EEF GalgrFon
& d ESI 8485221 OFFSET warmup.{Modu [=EntrvPainty
2 22 @ BRI BG462251 OFFEET warmup. <fodu l2ERtruPaings
= 28 CHAR 12’ EIF GB41F37 warnup.08401F57
3 : §1 8 EREm: gmE
48 4 CHAR '@’ A L 35 BBZE 5Zbit B(FFFFFFFF)
£ d 28 DS 992B Febit GUFFFFFFFF)
FF FE S B FS @853 Sohit 25888a(FFF)
& E E G5 BA2E 32bit BIFFFFFFFF)
e 08 LastErr ERROR_SUCCESS (0G@00000)
E EFL BBDAOZ1T (NO,E, NE,EE, N, FE, BE, 5)
£ ST8 empty 2.8
] STL smpty .8
] T3 enpry 6.0
&3 5T3 empty 0.0
] T4 empty 0.8
2] SIS empty 2.0
&3 516 empty 8.8
o] ST7 empty 8.8
& 221w ESPUDZOI
o FST 008a Cond @D GG Erc @@ a@AB@A@ (GT)
3 w |FCU 827F Pres MEAR,53 Mask 111111
Address |Hew dum ZTSFAZS| RETURN ta RERNELDZ. 7rISFRzs N
gg%g:?gg & ‘}g ek MEEEE _EEEEEE KERNEL32, BaseThreadInisThunk
ggiggzgg BB B EETHIE| RETURN to nedl L. 77EE7RSE
0E1SFFC4| 29 FR 15 77|68 3t
9o15FFCC| 19 FR 15 o7 |OC FI R
0ALOFFDA| 9E 7R BE 77| 0@ G aoo
2A1L5FFEC|BL AL B3 52/ 00 B CERTES
0U1LEFFE4| B9 BB B0 0F| B0 o abaaa
QO15FFEC| B9 69 Bg 09| ge @ o Baaaa
S5iocit| 56 55 63 55 6b b : 250300
Hardware breakpaint 1 at warmup.00401F37 - EIP points o next instruction [ [Paused

next, you can

analyst the code




ﬂ CPU - main thread, module warmup

m E9 OB EZ T i
GadplFss| A9 (] . EEE‘Z TgEF[cEPl
GE4EIFF|  F4 DE F4 Backup H ECH BE4B6231 |
oa481F3A|  FF DB FF EO% Bodmesst |
GE4B1FZE|  FF DE FF Copy » EEY ARecompg
BE4B1FSC|  C8 DB G ESF IBE19FF74
GEdE1FE0| 68 DB 68 . EEF BB19FFSS
Do4ELFZE|  o@ DE &3 Binary D ES] BE4BEZ21 |
Ga4E1FSF| 0@ DB @8 N EDT Bodmesst |
GG4B1F4E|  FF DOE FF Modify byte
bodbikar|  fm BE 7 peliceisds
aa4atFasl el OB &0 Assemble Space 58 Bk
oada1F4d| 48 DB 48 hi St oo
GE4A1F4S|  BE DE B8 Label : 7 8 DS eEeE
Bodairas| o BE £F g9 S poes
oe4e1F4E| A4 0E B4 Comment ; 19 65 eek:
Gada1F4s| 6@ DB &8 .
0E4G1F4n| 4B DOE 45 Breakpoint > WE [LesdEw [
cioiciel ¢ e e : T
GE4E1F40|  Be DE B8 Hit trace ’ i Tty N
GE4E1F4E| o8 DB B8 L
GE4E1F4F J=le) OE &3 Run trace b 3 G (b
DG4E1FEE| 6@ DE G 574 nmty @@
Ga4E1F51| 0@ DB @8 e et Ah
GE4E1F52 e OB &3 Go to H STE emgtﬂ a.a
moin o o
BE4BIFEE|  BO OB 65 Thread 2 d
0a4E1FSE| 0@ DB @8 .
GOAGIFET)  BE OB 63 Follow in Dump b Analyse code Ctrl+A I‘
Search for 5 Remaove analysis from module
. Scan object files ctrl+o =
Address Find references to b ) &
R View 5 Remove object scan from module "
G815FFE4
e Copy to executable b Remaove analysis from selection BkSpc
B815FF7C . . ) .
o9k | Analysis ¥ During next analysis, treat selection as b
EEt iy sl
aa13FFc| | pennaans
Bo1arERd Appearance 4 aa15FFAE| | Benaaaos
331 3FFAC Rl =
: anf q o
It's unconditional JMP, it will jump to address warmup.004013E5
ES APFAFEFE | JHP _Warnup, Bed461SEs | =
@848 1F30 C D& C
aE4a1F30 as OE 8%
@E4a1F3E @ OE G@
@E4E1F3F =T} OE B8
@E4E1F48| $-FF25S ABSE48@8| JMP OWORD PTR O5: [{%KERMEL3Z.GetModu LeH] KERMELSZ.GetModu leHandleA
GE4E1F4E| $-FF2E R4684688| JHP OWORD PTR DS5: [{8KERMEL3Z2.GetProcAdd] KERMEL3Z.GetProcAddress
aE4a1F4c @e OE G&
@a4a1F40 ge OE Ba
BE4a1F4E ae OE @&
aE4a1F4F @ OE G@
@E4E1FSE [=le} OE B8
@8481F51 ge OE Ba
aE4a1F52 @ OE 6@
aE4a1F5S @ OE G@
@E4E1F54 ge OE Ba
BE4a1F55 ae OE @&
aE4a1F5E @ OE G@
@E4E1F57 J=le} OE B8
2E4a1F5s ge OE Ba
aE4a1F5S @ OE 6@
aE4a1FsA @ OE G@
@8481F5E ge OE Ba
aE4a1F5C ae OE @&
@E4a1Fs0 @ OE G@
@E431F5E J=le} OE B8
284a1FSF ge OE Ba
aE4a1FEa @ OE 6@
aE4a1Fs1 @ OE G@
BE4a1F52 ge OE Ba
E4a1F63 ae OE @&
aE4a1FEd @ OE G@ o0
oIt} DB _BE
@8461 2ESzwarnup. 38461 2ES
Jump from 88481E14
Check the address, make sure its on the right place
B x| »nf wI¥ RN W] + c[E[mT|w/a[c|/|K[B[R[.|S]
ﬂ (CPU - main thread, modul& warmup
i R e 2 | ~ i (00 S S B A T S B
EoA| . e ECH BE4BE2Z1 OFFSET warmup.<Modu leEntruPoint>
2| en @o FUsH @ ' pToplevelFilver = HULL E R EAEEr et e R
Fall . FFLS @42e4me| CALL DMORD PTR DS: (4820041 SerunhandledEscent ionFilrer ESF BB1SFET4
FAI| : FF2 2saqcme| EALL OliaRD 1R B3 abesess i B e hncrs (onf (1 5ex EEP gu1orrey
I H e pe— [ - 51 B SRR LR SRR
GE(l . Ea PUSH ERX hProgess EIF 084813ES warmup.@@4813ES
o || . FFLS eczedon| CALL DUORD PTR DS [40200C] TerninateProcess C 1 ES @828 9%bit BFFFFFFFF)
: B GRS B SlEHEEHD
iy POSH EBP 26 8% Gozk sabiy biFrrErED)
14 . DIEC 2amsanag 308 Eorlace 15 B2 O Zh SRARD
925+ EELE teandnne| CALL BUORD eTR n6: L462814) KERMEL32. [=ProcessorFeaturePresent 0 0 LastEr: ERROR_SUCCESS (0BOBOB0B)
:EE vzg gg gESEHgRT warnup. 98481431 EFL @8@8a217 (NO,B,HE,BE,HS,PE,GE,G)
N 5T@ empty @.0
e i
S1) ; Az 193148 HOU DWORD PTR DS:[4831181,EAX 5 ey 0.0
32| o 2378 13314000/ 10U DUORD PR D2 4801 (a1 EGY §13 enory 0.0
N . " STE empty 8.0
47| | 8310 ACS1488A| MOV DWORD PTR DS:(48318C1,EEX ETE emoey 0.0
dE| ¢ 2335 5331085 Vo BUoRE PR BE:HERIEE: Bt 817 enpry olo
4 1 3218 ESFPUDZDI
= 1 o FST QBOE Cond @ BB B Err @@ 0000008 (GT)
401 4e0) 3D Zaat v |FCw @27F  Prec MERR,S3 Mask 111111
BB48 1 PAF=warnup. BE4A17AF
Jurp from BE4A1F37
Tddres ngu,: - . e FTISFFZ5| RETURN to RERNELSZ. 7rISFFZS 2
= FF [ BA19FF7C| KERMEL3Z2.BaseThreadInitThunk
E men RETURN o ntdl L. 7PEEPASE
F: F {5 7
F: FA 15 7
F 7A EE 7
Ft AL 3
F -] B
F aa Ll
FF aa B
Ft aa saegwaeeedl ... --.A ool Coooneo

[ [Paused



We can use OllyDumpEx to Dump the process

File View Debug Plugins Options Window Help
Blyx| » 1 Bookmarks > E|M|T|wH|c|s|k|B|R[...|8]| iZ[ZF|?]
. 2 Command line »
g CPU - main threz 1
> ED (58 3 OllyDumpEx >| Dump process f "
GE4A12ER| ,AED PAFE o wamrme o oo
6641 3EF | r§ BE PLUSH EBP -
eada1zre|| . seec MOy EEF,ESP Plugin debug toggle
eadaizrz|| . eA FUZH @ © HULL
oa4n1zr4|| o FFIE e4zeqmen| GALL DWORD PTR DS: (4626 st ionFiLter
oa4aizrA|| . FEVS o3 PUSH DWORD PTR SS: [EBP+ About
B4015FD | . FP15 28264006 CALL DUORD PTR DS:Cd6zc nFilter
oadnidnz|| L eg Bosdemca | PUSH Copads EuitCode = CAMAA4AT [-1B7IF4E7IL.)
Doioian | o EE1S Gespdaee| CHLL DWRD PTR DS: [482008) CGetCurrentProcess
BA4E148E(] . & PLUSH hProcess
ca4ni46F || o FF15 eceedees| CALL OWORD PTR DS: [4AZ66C] TerminateProcess
gada1415|| . 5D FOF EBP
eadaid1e b, ca RETH
gE4a1417| > 55 PUSH_EBP
Gadaldls| . BBEC HMaU EEF, ESP
GE4ni4ln| . S1EC_24@am@eE| SUB ESP, 324
gE481426| . EA 17 PUSH 17
B401427) . P15 10264006  CALL DUORD PTR DS:[452010] KERMEL32. IsProcessorFeaturePresent
BEda14zE| . B5CH
gE481420| .74 85 JECTHERT” Botmup., B3401431
BE4A142C) . EH B2 PUSH 2
BE4A142E| . 59 POP ECH
gad4a142F| . CO 29 INT 29
GE401431| > A2 1831488 | MOV DWORD PTR DS:[4831181,EAK
gE4a1436| . 9990 14314@08| MOV DWORD PTR D3:[4831141,ECK
GE40143C| . 8215 16314886 HOU DWORD PTR DS:[4831161,EDX
gE4nlddz| . 8910 BC314@EE| MOV DWORD PTR DS:[48318C1,EBY
gE4mi44s| . 9925 @2314@88| MOV DWORD PTR DF:[4821821,ESI
GE4G144E| . 9530 G4314@86| MOV DWORD PTR DS:[4831641,EDI
GE461454| | B6:BC15 JB314( MOU WORD PTR DS:[4831381,55
GE40145E| . 6E:SCA0 24314| MOV WORD PTR DS:[4531241,C5 ”
fE4nidee| . EE:BCI0 BRG14 MOV WORD PTR DS:[4631661,05

Copy the Entry point before and put it somewhere note, next click to get the current EIP and

dump it

File View Debug Plugins O ns  Window Help

Blx| wu] i+ ¥4 o +f Lle(mr|wH|c|/(x[B[R]:]s

= [= =]

f | Registers (FPUL < < < < < < < < < < ]

Moduke m |
Base, & Module [CAUsers\Fatahilah\Deskiop\CYDE5 2023\ Reverse Engineering t/amUp™ - | Dump | ~| ~untitled - Notepad

€ Memory [00400000 (00001000 / Imag / it/ wermup  PE = | i i
" Addess [30200000 Cancel Entry Point Before: 00006221

List Section @ BaseOnly O AlMemory " Addiess Range |00400000 - 03400000

DumpMode: & Rebuld ¢ Binar (Rawl © Binary (Virtual]

Header Source: ' Memary (" File " Dummy |PE32 EXE ReScan Image

M oo wrmo

Search

SemchAsa @ Selct (" AllMemory (encluds fsted module) Searchimage Format

SemchMode: @ Swict (" Fuzzyfslow) © PE

Search Result [ = || cer

Imsge Option

Image Base: |00400000 Fix Wirtual Dffset [ Prefer riginal Characteristics

¥ Fix Conupted Image Header Shucture: Fi
et Image Size: [0000000 ] Do v|F
T ;
FER A=l P—— GetEIP as OEP [ Autn Adjust mage Base Address
| B ‘ | |EEErmaR ™ Riebuild Databirecton [Follow Imagefiase Change]

[ Search Al Ocounences T7IEFRAZS|
Section
03

SelectAll | Select BaseModle|  Select rivate/al | Select Pivate/Exec DeSelect &
[ Address[ Size [ Owner | Section | Type [ Access | VitualDiiset | WitualSize | C [
DUAMODD DDOOSODD wamup  WPR.. Imag R D0OTIOD  0QOOSOOD GO0DOOED
U4OEODD  DDOTTODD wamup  WPR. Imag R 00OOEO0D  0QOOTOOD GODDOOED

Save the file(WarmUp_Dump.exe).

List Section: * BaseOnly ¢ allMemory ¢ Address Range |DD4DDUUD -|034UDDDU Home Share View
Dump Mode: ™ Rebuld  © Binary (Raw] ¢ Binan [Yirtual]
Header S ouree: (€] Memoryl ) File ® Dummy l—_|PE32 BE ReScan Image v l CYDES2023 Reverse Engineering Warm-Up-Writeup
Search

SearchAres: 1% Select &)l Memary [exchude listed maduls] Commenle |M......._|
Search Mode:  (+

Search Result: |— File ]

Image: Fath: F_82023\F|everse Engineenng\\:\u"arm-up-WriteuD\WarmUpﬁDump.eer
Image Base: |004
i SavedSize:  [32768 Requested Size: [32768 CETV R AT TP
Image Size: |000( .83
Entry Point: {0001 Header

EntryPoint A4 |000013E5 EntryPointYé:  |004013E5 ase

Section
Finizh ‘ Back to Menu |
Select Al | Sel
[T addess| Size | Cwner [ section | Tune | access [ vituaiffset | vitualize [ Char

Get the current EIP and click IAT Auto Search to automatically find the Import Address Table
of the executable. After that click “Get Imports” to get a list of the imports that the



executable has. Choose the dump file and fix it.

X » L -
i LT 4 Import REConstructor v1.7e FINAL (C) 2001-2010 MackT/uCF - x
g Altach to an Active Process
> ES CEBS08EE | CALL warmup. BO4817AF chLigers esktopi.cydes: reverse engineernguwarm-up-witeuphwanrnup. exe ¥ ic
i desktophcpdes2023% M iteup'. Pick DLL
“u~E3 PAFEFFFF | JMP warmup. B8481263
2015k0 [F Seec i 6Py £sp
i . r i
prrERd| | SRE ' i Imported Functions Found
4a12F4|| . FFL CALL DWORD PTR DS: [4828641 ;
4a13FA|| - FF? FUSH DWORD FTR S5: [EEF+E] Shaw Invalid
4313F0|| . FF1 CALL DWORD PTR DS: [4828231
4 :Sg : Egl 7249008, EHEE BLIJDRD FTR DS: [482662]
i . H
4a14gE(| - 58 USH ERR Sy Suepes]
4a140F || .« FF1E BC2e4aad L DWORD PTR DOS: [4826@C1
4@1415(| . 5D FOP-EEP
Laiie| FiH e
¥
El 418 . EC MOL EEF, {=]
4@141A| . S1EC_ 24838083  SUB ESP 3
481426 . &A SH
431422 . FE1E 19204868  CALL DbJDRD PTR\DS [46261@]
4@1422 . 250 TEST EA,EAX Clear Imports
431420 .74 85 JE_SHORT uarmuD.BB{tBMSl
431420 . 6A B2 FUSH 2 “
43142E| . 59 FOP ECK .
4 :?T 3 gn §3314aae rﬁﬂﬂ SEDRD PTR DS: 4621181, EAX LEE
i H 0
4 : g o ?g iggigggg Hgg BHSEB Em DS (40311470 Module loaded: c:windowshspstern32ykemelbase. di ~
’ : Module loaded: c:hwindows\system32happhelp. di
461 44 !
¥ :;S éE Sg%iZSSS HSH BHSEB E;E Module loaded: c::\w!ndows\system32\ucrtba_se.dII Clear Log
; ::E 30 343%33?3 ng wogg LiElR I Module loaded: o windowshaystem32weruntime? 40.dIl
4@145E| . CE0 243141 MOU WORD PTR O Getting associated modules done.
BEdE1462 £6:5C010 BR14(HOU WORD PTR DS: [48318R1;05 N
==Y, aa4al?nF
Jump from B8 \ Optiors
1AT Infos needed Mews Import Infoz [ID+ASCI+LOADER] P
Het: dum | OEP |000012EH 14T AutoSearch I 7 |DDDDUDDD Size |DDDDDDDD
1 &2 4@ 5
G FF 19 o .
o ED 3 Fya, 00000000 Size |00001000 ¥ Add new saction
3 FA 15 - $
g ;E ég Load Tree | Save Tree| |_Get Imports ﬂ Fix Durnp
S E@ 30
A AG GG

This is the unpacked version, look at the size. Rename it to make things easier.

warmup.exe Date modified: 7,
ype: Application 5
warmupzip Date modified:
file 1
WarmUp_Dump.e: te modified:
Type: Application

WarmUp_Dump_.exe te modified:
Type: Application 6.0 K

Now everything looks clear on the strings, we succesfully unpacked the sample.

Lsf Log _H Notes reakpoin lemory Map L) ca 7 143] Scrip ymbols ource « References k. reads andles f.. race
CPU L Note: ® B ts M Call Stack =i SEH saipt %] symbol s Refer W Thread: & Hand 1 1y

K Al Modules (Strings)

Address |Disassembl string

004010A6 | push unpacked. 402108 "Hi, here for some warmup"\n\n"
) push unpacked. 402124 'P1ease enter the flagin»

movups Xmmo,xmmword ptr ds: 402140 l-cbt |317eabSec7c4>T>17

movups Xmmo,xmmword ptr ds "c4>T>17e7afae4ceb47>bbz™

movq xmmo, qwor’d ptr ds:[402160] 'b-t"‘;-bbz

mov edx.unpacked.402155 Mce warmup! Let's get started!™

mov eax,unpacked.402188 -oh, bad warmup can cause injury.

push unpacked. 401A67

push unpacked. 4017FA "3AA3h@A "

7afaed4c6b47>bbz™

cmp word ptr ds:[400000],

cmp dword ptr ds:[eax+400000],4550

mov ecx,unpacked. 400000

push vcruntimel40.749F3162 _ )
cmp dword ptr ds:[<& DestructExceptionObject»],0 Sy my T
push <vcruntimel40.& DestructExceptionObject> YL my L
mov esi,dword ptr <& DestructExceptionobject>] YT my T
cmp dword ptr ds:[<& DestructExceptionObject»],0 Sy my T
push <vcruntimel4o. estructExceptionObject> YL my L
mov esi,dword ptr ds .&_DestructExceptwnijecb S5V T mYT"
lea eax,dword ptr ds e

mov dwurd ptr ds:

push vcruntimel4o

push vcruntimel4d

mov dword ptr veruntimel4o. 749F1268

mov dword ptr ] ‘vcrunt'l'neuu 749F1270 xception”
mov dword ptr - ™

mov dword ptr )

mov dword ptr -

mov dword ptr d )

mov eax,verunti 'neJAU

"unknown exception”

Next, we just need to crack the software and get the flag.

Run and go to breakpoint software



ke Unpacked.exe - PID: 3468 - Module: unpacked.exe - Thread: Main Thread 2784 - x32dbg [Elevated] - X
Fie Wew Debug Tradng Plugine Favourites Options Help Apr 17 2021 (TitarEnaine)
coE S0 tasd taloiZefhn L EHE
[ flog  [Notes @ Greskpoints MM MemoryMap () CallStack S SeM  [of soipt  ®l symbols <) Source S References ' Threads M Handes
€all_unpacked 4017AF EntryPoint | ~ =
E9 T4FEFFFF Imp unpacked. 4012 [IER FRD
. 55 push ebp A
EAX  0OL3FFCC
. e 'SSV Egp'ESp EBX  O03FFOOD )
. FF15 mznunnn €am dword ptr [d!.setunhand]edb((ept ECX  004013E5 neA\xo3”
. FF push dword ptr ss:febp: EDX  004013E5 =AY\ x03
. FF15 zDzDWDD €all dword ptr ds: [@unhanﬂedskc:unon EBP  0019FF80
. 68 090400C0 push C0000403 ESE  0019FF74
. FF15 0B204000 €&11 dword ptr ds:[<&GetCurrentProcess> ESI 004013E5 eAyx03"
. 50 push eax ) EDI  004013E5 “eA\x03"
. FF15 0C204000 €all dword ptr ds: [<&TerminateProcesss>]
. 5D pop ebp
0 2 pep EIP  004013E5 <cunpacked. Entryl
. 55 push ebp .
. sBEC mov ebp, esp EfLAas | oooonzas
. S1EC 24030000 sub esp,324 &3 L0
. push 17 OF 0 SF O DF 0 v
. FF15 10204000 €&l dword ptr ds: [<ATsProcessorFeature < >
. ssco Test eax,ea
v 74 05 e unpacked 401431 v | Default (stdcall) ~[5 2] Unlocked
' < T > [esp] 7715FA29 kernel32.7715FA2¢
[esp+4] 003FFOO0
unpacked, D04017AF [esp+8] 7715FAL0 <kernel3z.Basel
[esp+c] 0019FFDC
) [esp+1D) 776E7A%E "évlix0z”
MPRES51:004013E5 unpacked. exe: $13E5 #13E5 <EntryFoints
3 7715FA29 | FEtUrn To Kernel3z.7715FAZ9 Trom
Woump1  @Woump2  WMoump3  Houmpa  @Moumps @ watch1  bellocals g Struct e £ (OB EEGRT] 2
add 0019FF7C | 7715FAL0 | kernel22.7715FAL0
781000 il 00 15 00 13 00 16 00 | By * | oo1rrsc| avaseroc
B e L 0013FF34 [776E7AE|return to ntd11.776E7A9E from 277
77681010 EC SD €8 77|0E 00 10 00|00 FE 68 77|. oo019FFss || 003FFOON
77681020|0C 00 OF 00 |EQ 7D &8 77|08 00 DA 00|RE 73 &8 77| . A
ac || 28c3FeAs
77681030| 06 00 08 00|QQ 7D 68 77|06 00 08 00|EQ 7D 68 77 . STt | ooonong,
77681040| 06 DO 08 00 (D& ZD &8 77|06 0D 08 0O|ES 7D €8 77| .. e LRty
77681050 1C 00 1E 00 (R4 74 &8 77|68 4C 73 45 (00 00 00 OL.. S ||eesintd v
7768106000 39 7A 77(00 00 00 00(§0 17 68 77|90 D GE 77| .
77681070| 20 00 22 00 84 00 86 00 |FQ CF &8 77 vi< >
Command: [Commands are comma separaved (like assembly instructions)- mov eax, ebx |pefauit
Faused |lNT3hEd]XI’It “entry breakpoint” at <unpacked EntryPoint> (0040 13E5)! Time Wasted Debugging: 0:01:53:16
Blcu o [UNetes ® Breakpoints | ™ MemoryMap | [ CallStack SR SEH | [of Sript %] Symbols  <? Source | 7 References ' Threads s Handles
K | Alvodules (strings) (£
Address | Disassembl
004010A6 | push unpacked. 402108
00401080 push unpacked. 402124 ag
004010CE | MOVUPS Xmmo, xmmword ptr ds:[402140] m:|nveansec7c4>f>17e7afae4csb4v>bbz“
004010E2 | movups xmmo,xmmword ptr ds: [402150] c4>Fr17e7afacscebs7>bbz"
004010ED | movq xmm0,qword ptr ds: [402160] bbz

004011D5

5 |mov dword
3| push weruntime140.74A01034

7 | mov

push unpacked.
push unpacked. 4017FA

cmp word ptr ds:[400000],ax

cmp dword ptr ds:[eax+400000],4550
mov_ecx,unpacked. 400000

7| push vcrunumelm 749F3162

cmp dword ptr ds:[<& DestructExceptionObject>],0
push w(runtimel-m.uzstr‘u(tEK(Eptiurﬂh]E(t>

mov esi,dword per ds: [UES:FMC:EKcept1ombject>]
cmp dword ptr d [Mestru(tEx(Epnurﬂb]E(t 1,0
push veruntime140. & _DestructExceptionobjec

mov esi,dword ptr ds: [UES:FMC:EKcept1ombject>]
Tea eax,dword ptr ds:[ecx*8+74A01198]

ptr ds:[ecx*B+74A0119C] ,eax

push veruntimeld0. 74401050

mov dword ptr ds:[esi],vcruntimel40.749F1268
mov dword ptr ds:[ecx+3],veruntimel3o.749F1270
mov dword ptr ds:[ecx],veruntimela0.749F1268
3|mov dword ptr ds:[esi],vcruntimel40.749F1248
mov dword ptr ds:[ecx],vcruntimel40.749F1248
mov dword ptr d ,VEruntimel40. 749F1248

r esi
eax,veruntimel40, 74971250

Nice warmup! Let's get started!”
Uh-oh, bad warmup can cause injury.”
svxh\da"

Unknown exception”

The comparison will be happen on the top

E CPU |+ Log | H MNotes ® Breakpoints 9 Memory Map ) call stack &3 SEH le3| Seript %] Symbols <¥ Source 4~ References S Threads ﬁ Handles
®| 00401140 3A51 01 cmp d1,byte ptr ds:[ecx+1]
00401150 v 75 OE jne unpacked 401160
e[ 00401152 83C0 02 add eax,2 .
®| 00401155 83C1 02 add ecx,2 ecx: "BA\X03"
®( 00201158 8402 test di,dl
®( 00401154 ~ 75 E4 jne unpacked. 401140 .
®| 0040115C 33C9 XOor ecx,ecx ecx: "BA\X03"
® | 0040115E ~ EB 05 jmp unpacked. 401165
00401160 1BC9 sbb ecx,ecx
e[ 00401162 83C9 01 or ecx,l
® || 00401165 85C test ecx,ecx
- BA 635214000 mov edx,unpacked. 402168 402168: "Nice warmup! Let's get started!”
- B& 38214000 mov eax,unpacked. 402183 :"Uh-oh, bad warmup can cause injury.
®| 00401171 OF 44C2 cmove eax,edx BA\x03"
®| 00401174 50 push eax
®( 00401175 E8 AGFEFFFF €all unpacked. 401020
®| 004011 8B4D FC mov ecx,dword ptr ss:ebp-41
®( 00401170 83C4 04 add esp, 4
e | 004011580 33CD xor ecx,ebp
s 00401182 33C0 x0r eax,eax
®| 00401184 E& 07000000 €all unpacked. 401190
=== = il iy
<

Do a

ecx=004013E5 “eA\x03

.MPRESS1:00401165 unpacked.exe:$1165 #1165

nalyze the instruction carefully




o Unpacked.exe - PID: 3468 - Module: unpacked.exe - Thread: Main Thread 2764 - x32dbg [Elevated]

Fle Wiew Debug Tradng Plugine Favourites Options Help Apr 17 2021 (

SE =0 Y& 2§ Tl & # e # Al @
B v | log 1 Notes ® Breakpoints Memory Map [ Call Stack @SEH |0 Script @] Symbols <2 Source /- References 9 Threads B Handles £ Tra
. )4010A6 658 08214000 push unpacked. 402108 402108: "H1, here for some warmup?\nyn A
. ES8 7OFFFFFF €all unpacked. 401020
. 68 24214000 push unpa 4 402124:"Please enter the flagin-"
. E8 GG6FFFFFF £all unpacked. 401020
. 8D85 FOFFFFFF Tea eax,dword ptr ss:|[febp
. push eax
. 68 3C214000 push unpacke 2
. E8 B85FFFFFF €all unpacked. 401050
. OF1005 40214000 movups xmmd,xmmword ptr ds: 00402140: "d~cbt | 317eabsec7c4>F>17e7afae4c6b4a™s
83C4 10 add esp,10
. 33C0 Xor eax,eax
. 0OF230D0 B0214000 movaps xmml,xmmword ptr d
. 0OF1145 CO movups xmmword ptr ss:lfebp
. OF1005 50214000 movups xmmo,xmmword ptr d 00402150: "c4>T>17e7alfaedceb4?
OF1145 DO movups xmmword ptr ss:
F3:0F7EDS 60214000 movgq Xmmo,qword ptr d 00402160: "b47>bbz™
66:0FD645 EOD movq qword ptr s e

66:0FLF4400 00 nop word ptr ds
OF104405 CO mMOVUPS Xmmo,xmmword p )|
66:OFEFC1 pXor xmmo, xmml
0OF114405 98 movups xmmword ptr ss:|ebpt+eax-cs),xmmo0 W
>
The false will break at this address, keep step over.
3
File View Debug Tracdng Pluginse Favourites Options Help Apr 172021
DE 0 ¥ w»§ Tal s & fc# s B B
%CPU | Log | H Motes ® Breakpoints ¥ Memory Map [L) Call Stack &7 SEH Je3| Script "E]S\;mbo\s < source +~ References “# Threads £|Handles 7 Trac
. B3C4 10 add esp,10
. 33C0 XOor eax,eax
OFZ80D BOZ14000 movaps xmml,xmmword ptr ds:[4021B0]
. 0F1145 CO movups xmmwd
. OF1005 50214000 movups xmmo, N | t everse Enginee teup\Unpacked.exe
. OF1145 DO MOVLUPS  Xmimw
. F3:0FTEDS 60214000
66:0FD645 EO
. 66: 0F1F4400 00
. OF104405 CO
. 66: OFEFC1
. OF114405 98
. 83CO 10
. 83F8 20
. ~ 7C E.
. B3F8 27
v 7D 16
OF1F4400 00
BA4CO5 CO
BOFL 07

B84C05 98

-
!
|
I
|
I
|
I
|
I
|

b

esp=0019FESD "<!@"

.MPRESS1:00401002 unpacked.exe:$10D2 #10D2

You will find instructor that compare between ECX and EAX. This is where comparison is

% Unpacked.exe - PID: 5884 - Module: unpacked.exe - Thread: Main Thread 1308 - x32dbg [Elevated] - X
File View Debug Tracng Plugins Favowites Options Help Apr 17 TitanEngine)
9OE S0 | ¥ 9§ ¢l s & # P # B BE
Boru  tlg ews @ Ereakpoints MemoryMap [ CalStack  SPSEH  lol saipt  Elsymbols < Sowrce S References P Threads | MhHandes  § Trace
4 mov dl,byte ptr ds:[eax] eax: cookies” = Hide FPU
cmp d1,byte ptr ds:[ecx] ecx: cydes{268bfe2bdodz9aseobofarbidiesses}
SR ORCEE NEEIERIN EAX  OD19FE9D "cookies” ~
je unpacked. 40115C EBX  OO013FF23 "
mov dl,byte ptr ds: eax+1: "ookies ECX  DO19FEBS cydes{468bTezby
emp d1,byte ptr ds: 1 ecx+1: "ydes{s6sbfezbdod39a960b0fafb3d1e3saee}” EDX 00000001
ine unpacked. 401160 EBP  OOL19FF20
add eax eax: "cookies ESP  OOL9FE90 "cookies"”
add 3 ecxi"cydes{46 ESI  OUGAAGDOD &"Ci\\Users\\Fa
test d1, EDI  DOGABOCS &"ALLUSERSPROFII
jne unpacked. 401140
Xor ecx,ecx |
LT I— EIP 00401140 unpacked. 004011
O Cepe=: e EFLAGS _ 00000246
Test ecx,ecx Dbofafbzdiezssas} ZF 1 PF1 AF O =
mov edx, U armup! Let's get started!” OF 0 SF 0 DF O
mov eax, , 402188:"Uh-oh, bad warmup can cause injury. |< >
cmove eax,edx
push eax cax: "cookies. « | Defauit (stdcal) ~ [5 2] Unlocked
T e > [esp+a] 00736569
[esp+B] 77530EF3 ucrtbase.77530¢
di=1 - 7 sp+C]_00000000
byte ptr ds: [eax]=[0013FE30 "cookies Sp+10] 006AATZF "ererccad”
sp+14] 0000DD0DO
MPRESS1: 00401140 unpacked. exe: $1140 #1140

That's the Flag.

2 windows PowerShell ; —+

Ps E:’\UEers_Desktup\EYDE52823'\Reverse Engineering\Warmup > .\warmup.exe
Hi, here for some warmup?

Please enter the flag
>cydes{u68bfe2bdod39a968b8fafb3dle389ee}
Nice warmup! Let's get started!




Ok challenge. but I'm surprised it only got 2 solves! | think rev/pwn tend to scare people

away sadly.

cydes{468bfe2bd0d39a960b0fafb3dle389ee}

Power of Rewind

This one got the code, i just brute force(Al) the code until i get the flag, Because i have no

time to waste.

Sbase64String =
"FgJgAMKJI5ePgsWMLNneXHLrXKhmjNwCYUDCpD3u8sbiT8sEJIM1IGmdzrYkXP64PYV"

SencryptedBytes = [System.Convert]::FromBase64String ($base64String)

S$key = 145,96,34,150,165,222,211,99,165,119,17,98,225,14,249,255
$iv = 251,122,202,111,165,48,247,134,32,88,101,199,33,154,190,56

Saes = New-Object System.Security.Cryptography.RijndaelManaged
Saes.Mode = [System.Security.Cryptography.CipherMode]: :CBC
Saes.Padding = [System.Security.Cryptography.PaddingMode] ::PKCS7
Saes.Key = S$key

Saes.IV = $Siv

Sdecryptor = $aes.CreateDecryptor ()
SdecryptedBytes = $decryptor.TransformFinalBlock ($SencryptedBytes, 0,
SencryptedBytes.Length)

SdecryptedString = [System.Text.Encoding]::UTF8.GetString ($SdecryptedBytes)

SdecryptedString

cydes{ce65c25c5bd0fa669bd3bdef7aa%dac}



