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FLAWEDAMMYY RAT 

MALWARE ANALYSIS 
 

 

 

MALWARE SUMMARY 
FlawedAmmyy is a remote access Trojan (RAT) – a malware that is utilized by attackers to take full 
control over the target machine. Which is based on leaked Ammyy Admin software. Ammyy 
Admin is a popular remote access tool used by businesses and consumers to handle remote 
control and diagnostics on Microsoft Windows machines which makes the FlawedAmmyy RAT to 
exhibit the functionality of the leaked version, including Gain complete access to PCs’ camera 
and microphone, Capture screenshots, Access a variety of services, steal files and credentials, 
Steal customer data, proprietary information and more. 

 

FlawedAmmyy was used in both massive campaigns such as phishing campaigns, to potentially 
create a large base of compromised computers, as well as targeted campaigns that create 
opportunities for actors to steal customer data, proprietary information, and more. In the latest 
campaign of TA505 which is a prolific Cybercriminal group known for attacks against multiple 
financial institutions and retail companies, they started using HTML attachments to deliver 
malicious .XLS files that lead to downloader and backdoor FlawedAmmyy, mostly to target South 
Korean users. 
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DISSECTING FLAWEDAMMY 
 

PCAP Attack Flow Analysis 
We found this suspicious PCAP file that related with FlawedAmmy. To improve our 
understanding, let's take a closer look at this. 

 

 

 

User-Agent: Microsoft Office Protocol Discovery  

This is what interesting us, the user-agent request. It might be Excel, Word macro vbs, or any 
enable content to happen! 



 
Malware Engineering / Malware Analysis / VX-Cookies / page 5 

 

 

There's request GET to /404 and what we think is that it requests to server errors. 

 

 

What! We found that it request to download 200\ file! 

!A0 This possible string also might be on excel format, and it is another indicator. 

More interesting thing, we found! 
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$fp = "$env:temp\winmedia2.exe" 
Start-Process $fp 
 

It will start the process of winmedia2.exe 

 

/space1 we have an actual PE file with the formats. we can analyse the sample for next stage.  

 

We can also check the SSL to see it suspicious things. 

 

Interesting! 
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id=52159321&os=7 SP1 x64&priv=Admin&cred=Bob-PC\bob.mills$&pcname=BOB-
PC&avname=&build_time=06-12-2016 12:35:49 PM&card=0& 
 

avname= also it checks for antivirus name here! 

Popular threat label: trojan.intesofti/egjmm 
Detection: 63/72 security vendors flagged this file as malicious 
MD5: 656b4c539718da26553dc0d2b29c6701 
SHA-1: ea1e18f9848c90d620b59373268da7dfeb817dba 
SHA-256: 5f251ed33fb1b6960b4d5641b44b44f67277765aa69649977a27ec79cb6153da 
File type: Win32 EXE 
Compiler: Microsoft Visual C/C++ (15.00.21022) [LTCG/C++]    
Linker: Microsoft Linker (9.00.21022)    
Tool: Visual Studio (2008) 
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FlawedAmmyy RAT Static Analysis 

  

Most of the code obfuscated and gibberish. 
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If we scroll below in the end, we will be able to see level="asInvoker", asInvoker as invoker 
the program will not run in administrator. there's no UAC will happen here. It will execute in 
userland.  

  

 

Level 1 (userland) request permission level. 

 

 

Looking for process enumeration 

 

Rocess32FirstW, Process32NextW = enumerate process 
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Packing Analysis 
Looks normal. 

  

Entropy check. 

  

Some byte has been used multiple times. something strange. Here is GUI from resource 
section. 
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.rsrc file ratio is too big, Indicator verification for us. Wait why there is two .rdata lol? 

 

 

Identifying Malicious Functionality 
Too have .rdata to be executable is suspicious ! it's read permission. we found something 
interesting which is .rdata in execute permission. 

The resource data is too big! other than others. The Raw Size and Virtual Size is bigger than 
others. 
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Function call legitimate api can be used for malicious purposes.  

 

 

LoadResource, FindResourceW, Lockresource, Findresource = extract data from 
resource section (.rsrc). It’s common for malware use this type of techniques. 
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What is EKRN.EXE?  

The genuine ekrn.exe file is a software component of ESET Smart Security by ESET. 
ESET Smart Security is an Internet Security Suite that protects computers against malicious 
programs…The product offers an antivirus scanner, a PUA (potentially unwanted applications) 
shield, a personal firewall, anti-phishing and anti-ransomware technology, cloud protection 
technology, machine learning algorithms, parental protection, and more.  

WINAPI need to be validate and checked. Reverse engineering it to validate the legitimacy.  
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If we go to its call function, we can see it inside the call function it calls 
CreateToolhelp32Snapshot 
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Rename the function. 
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FlawedAmmyy RAT Dynamic Analysis 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

LSASS.exe – Contains accounts password hashes, permissions, Kerberos ticket and more. 

LSM.exe – Manages local sessions. From Windows 8 and above the process is part of the 
SVCHOST.exe process. 

SVCHOST.exe – Has multiple instances/processes. Initiates services with the “-k” argument 
followed by a value that exists in the “ Software\Microsoft\Windows 
NT\CurrentVersion\Svchost” registry key. 

Idle – Created by the ntoskrnl.exe. Always have the PID of 0 and has no visible PPID. 

System – Created by the ntoskrnl.exe. Always have the PID of 4 and has no visible PPID. 

SMSS.exe – Session Manager. The first user-mode process with the PPID of System (PID 4). Initiates 
the Winlogon. 

CSRSS.exe – Windows Subsystem Process. Used by the NT AUTHORITY\SYSTEM user, helping the 
kernel manage some stuff. 

Explorer.exe – User account of the logged in user, no parent process. Malware tend to “hide” under 
this process and a good indicator of a malicious activity if the process connects to a remote host. 

WINLOGON.exe – Windows login screen. Sends credentials to LSASS.exe that in turn verifies it with 
the local SAM or with the AD-KDC. 

SERVICES.exe (SCM) – Manages Windows services. The list of services defined in the registry key of: 
“HKLM\SYSTEM\CurrentControlSet\Services” 

WININIT.exe – Windows Initialization Process. Created by SMSS.exe. PPID of services.exe, lsass.exe, 
and lsm.exe. 

Spoolsv.exe - Malware can infect spoolsv.exe to gain unauthorized access, execute malicious tasks, 
or hide its activities by exploiting this legitimate Windows process responsible for managing print. 
jobs. 

 



 
Malware Engineering / Malware Analysis / VX-Cookies / page 17 

Persistence 

 

We notice also the file have capability to automatically delete it-self.  

Most of the operation we can see that the malware tries to look for processes. 

 

 

This in where we have limited idea and we are in the end of idea of dynamic analysis, now we 
need to reverse engineering it        
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Part 1 – Dynamic Reverse Engineering FlawedAmmy RAT 
We try step over this call, and it show some crash happen, something might be wrong happen 
here. let’s check 

 

Let’s focus on this debugger crash. 
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Rename the crash so we can take note about it after this. 

 

Let’s bypass the crasher call. 
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Now our pointer is at push 1 

 

Let’s highlight the crasher call code block to not go there.  

 

 

 



 
Malware Engineering / Malware Analysis / VX-Cookies / page 21 

When we jump over, by understanding the WINAPI, there's also some problematical block code 
that we just bypass, which is not suitable to jump there. 

 

There's also some garbage code, we should bypass all of the sort of code. 
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Let’s bypass all the problematic block code to here. 

 

If we step over, when the call hit somewhere below, it will call the unpack resources. 
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If the call edi we step over, it will jump all over the start again. We are not getting fool by the 
call edi again! 

 

Let’s bypass this! 

Something might interest here. 

 



 
Malware Engineering / Malware Analysis / VX-Cookies / page 24 

 

 

If we click this function, we able to see what XOR encryption do at what type it try to decrypt. 
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Before 

 

Let’s try redo again same step as above and see the decryption process. Watch how “db 36h ; 6”  
decrypt. 

After 

 

After we loop 2 time, the XOR start revealing the decryption for the .rsrc section 
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Part 2 – Dynamic Reverse Engineering FlawedAmmy RAT 
 

Okay cool. Now we know how the decryption method works. let’s let it all decrypt in the 
memory. But the problem is push edi, which will return us at the _start  

  

This line makes us trouble. Let’s just change it to NOP and patch the program. 

 

We reached call “XX_call_after_blob_decrption”. We expect all the above XOR decrypted. 
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Let’s look inside the program memory for verification. The only protection we found interesting. 

 

 

This is different kind of MZ because in space1.exe file we have 2 section .rdata and this time 
the MZ have one .rdata, this is different MZ. 
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If we analyse “XX_call_after_blob_decrption”, it create another allocated memory to put 
all the PE inside it. 

After we step over the call blob decryption, we got full 144kb PE file. 

 

New base address pop up. 

 

We mark this file as stage2 operation. Let’s fix the mess.  
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Cool, we good now! 

 

Let me save this first.  
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Entropy stage 2 binary. 

 

We found the gold. Checkmate. 

 

From the analysis we done, we can conclude that the first stage it will look up AV process, and 
second stage inside resource it will do malware stuff with evasion techniques inside it. 
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Part 3 - Detecting FlawedAmmyy RAT Using YARA 

 

private rule is_pe 
{ 
    strings: 
        $hex = {4d 5a} //MZ Header 
     
    condition: 
        $hex at 0 
} 
 
rule FlawedAmmyy : RAT 
{ 
    meta: 
        Author = "VX-Cookies" 
        Date = "27/10/2024" 
        Hash = "5f251ed33fb1b6960b4d5641b44b44f67277765aa69649977a27ec79cb6153da" 
         
    strings : 
        // EPP software 
        $rsrc1 = "VirtualAlloc" 
        $rsrc2 = "LoadResource" 
        $rsrc3 = "SizeofResource" 
        $rsrc4 = "LockResource" 
        $rsrc5 = "FindResource" 
        $eppname1 = "QHACTIVEDEFENSE.EXE" nocase wide 
        $eppname2 = "QHSAFETRAY.EXE" nocase wide 
        $eppname3 = "QHWATCHDOG.EXE" nocase wide 
        $eppname4 = "V3LITE.EXE" nocase wide  
        $eppname5 = "CIS.EXE" nocase wide 
        $eppname6 = "CMDAGENT.EXE" nocase wide  
        $eppname7 = "V3MAIN.EXE" nocase wide 
        $eppname8 = "V3SP.EXE" nocase wide 
        $eppname9 = "SPIDERAGENT.EXE" nocase wide 
        $eppname10 = "DWENGINE.EXE" nocase wide 
        $eppname11 = "DWARKDAEMON.EXE" nocase wide 
        $eppname12 = "EGUI.EXE" nocase wide 
        $eppname13 = "EKRN.EXE" nocase wide 
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        // $rat_byte = {68 94 32 40 00 68 A0 32 40 00 FF 15 E0 30 40 00} 
        // $enc_rsrc_blob = {2B 36 F9 75 67 73 69 66 4D 55 4A 47} //Encrypted blob 
resources 
        // $decryption_routine = {B8 F7 12 DA 4B F7 EE 8B 0D 20 40 40 00 C1 FA 04 
8B C2 C1 E8 1F 03 C2 6B C0 36 8B D6 2B D0 8A 82 D0 32 40 00 30 04 31}  
 
         
    condition: 
        filesize < 200KB and is_pe and all of ($rsrc*) and 2 of ($eppname*) 
} 
 

Conclusion 
FlawedAmmyy RAT is an interesting malware that is capable of operating stealthily on infected 
machines and causing potentially serious damage with its remote access capabilities. It was 
used in both massive campaigns such as phishing campaigns, to potentially create a large base 
of compromised computers, as well as targeted campaigns that create opportunities for actors 
to steal customer data, proprietary information, and gain complete access to PCs’ camera and 
microphone, capture screenshots, access a variety of services and more. 

 

Security researchers only documented this malware in 2018 despite its being around since 2016, 
which means that it managed to operate in the dark for two whole years, evading researchers or 
maybe even tricking them. Make sure to always use the latest pattern available to detect the old 
and new variants of FlawedAmmyy malware.  
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FURTHER INQUIRIES 
E-mail: fatahillah.hashim@gmail.com 

Note: I typically respond to all business e-mails within 1-2 business days. In case of any 
communication issues, I’m on LinkedIn https://www.linkedin.com/in/fatah-hashim/  

 

BUY ME A COFFEE  
Hi, Fatah here :D 

I create and provide free Cyber Security Resources to the community. You can find me at:  

https://www.x86fatah.com/ 

If you find this material useful and you feel like buying me a coffee or helping to contribute to 
domain registration and hosting fees, please feel free to do so, but please don't feel obliged. 

Your contributions paid for a couple of years of Domain Registration and a couple of coffees 
that have helped make some valued content for the community. 

Thankyou. Cheers. 

 

  

https://www.linkedin.com/in/fatah-hashim/
https://www.x86fatah.com/
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SPONSORS 
The first x86fatah blog value is to offer free analysis/research/development educational 
resources to all the world based on the owner personal efforts. Fatah has dedicated thousands 
of hours to offer this content for free.  

If you think x86fatah blog are made for commercial purposes you are completely wrong.  

Fatah have sponsors because, even if all the content is free, Fatah want to offer the community 
the possibility of appreciating his work if they want to. Therefore, Fatah offer people the option 
to donate to x86fatah blog via Ko-fi! (ko-fi.com/fatahhashim) sponsors, and relevant 
cybersecurity companies to sponsor x86fatah blog and to have some ads in the blog. 

 

$5 a month 

=========== 

Thank you very much!! This encourages me to continue researching and sharing everything with 
the community. 

 

$20 a month 

=========== 

Thank you very much!! Have ads in some x86blog pages.  

 

$50 a month 

=========== 

- Have the logo of your company, a description, and a link in the main page of x86fatah blog! 

- Have ads in some x86fatah blog pages 

 

https://ko-fi.com/fatahhashim)
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RESERVED FOR NOTES 
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27.10.2024. Malware Analysis Technical Report Published. 


